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IPT=/sbin/iptables

INPUT tcp state
recent 55H_BLACK
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SSH_BLACK DROP
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$IPT —-A INPUT —p tcp —dport 22 -m state —state NEW -m recent --set -—name
SSH_BLACK

? YEE2 229 SSH ZEZ Qs BE "MEL HZA" IjZl2 SSHBLACK 2t O|EL =2
Holgh|ch,

WM, CHIW, OiAIH™ Zo|

$IPT —A INPUT —p tcp —dport 22 —m state —state NEW —m recent -—update -—seconds 60 -
—hitcount 6 —rttl -name SSHSCAN —j LOG —log-prefix SSH_SCAN:
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$IPT —A INPUT —p tcp —dport 22 —m state —state NEW —m recent —update —seconds 60 —

hitcount 6 -—rttl -——name SSH_BLACK —j DROP
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ar 19 11:41:28 kernel Kernel: 55H BLACK: IH=ethé 0OUT= HAC=88:13:72:H
5T=061.166.191.40 LEH=60 TO5=0x88 PREC=0x88 TTL=64 ID=45798 DF FPROTO

a

ar 19 11:31:28 kernel kernel: 55H BLACK: IH=eth® 0UT= HAC=88:13:72:H
ST=61.1868.191 .46 LEH=68 TO5=8x88 PREC=0x88 TTL=64 ID=45888 DF PROTO

a

ar 19 11:31:28 kernel kernel: 55H BLACK: IH=eth® 0UT= HAC=88:13:72:H
ST=61.188.191.46 LEH=608 TO5=08x88 PREC=0x88 TTL=64 ID=45882 DF PROTO

HAIteE =0l Jtstt 3tHE B JAESLCH fIK=
/proc/net/ipt_recent/SSH_BLACK I} & QI L|LC}.

[root, Fproc/net/ipt_recent > cat SSH_BLHEH
SrC=561.188.191.19 ttl: &4 last _seen: 258919299 oldest_pkt: 17 2588865
9%, 258BEB74G6, 2GBEBQ84Z, 258896826, 258897151, 2588983687, 258898367,

2588983067, 258981364, 258981364, 258901365, 258967382, 2589687382, 25
8007303, 258919299, 258919299, 258919299
[root, fproc/netf/ipt_recent >
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IPT=/sbin/iptables

INPUT tcp state
recent 55H_BLACK

IHPUT tcp state
recent
55H_BLACK LOG
IHPUT tcp state
recent
55H_BLACK DROP
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AlZ| =2 $IPT -TINPUT 1, $IPT -1 INPUT 2, $IPT -1 INPUT 3 2 M8} A& LICH.
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