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private void cmdLogin_Click(object sender, System.EventArgs e) {
string strCnx =

"server=localhost;database=northwind;uid=sa;pwd=;";
SqlConnection cnx = new SalConnection(strCnx);

cnx.Open();

//This code is susceptible to SQL injection attacks.

string strQry = "SELECT Count(*) FROM Users WHERE UserName="" +
txtUser.Text + "' AND Password="" + txtPassword.Text + """;

int intRecs;

SglCommand cmd = new SglCommand(strQry, cnx);
intRecs = (int) cmd.ExecuteScalar();

if (intRecs>0) {
FormsAuthentication.RedirectFromLoginPage(txtUser.Text, false);
}
else {
IbIMsg.Text = "Login attempt failed.";

cnx.Close();
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private void cmdFilter_Click(object sender, System.EventArgs e) {
dgrProducts.CurrentPagelndex = 0
bindDataGrid();

private void bindDataGrid() {
dgrProducts.DataSource = createDataView();
dgrProducts.DataBind();

private DataView createDataView() {
string strCnx =
"server=localhost;uid=sa;pwd=;database=northwind;";
string strSQL = "SELECT Productld, ProductName, " +
"QuantityPerUnit, UnitPrice FROM Products";

//This code is susceptible to SQL injection attacks.
if (txtFilter.Text.Length > 0) {
strSQL += " WHERE ProductName LIKE '" + txtFilter.Text + "'";

SalConnection cnx = new SalConnection(strCnx);

SalDataAdapter sda = new SglDataAdapter(strSQL, cnx);

DataTable dtProducts = new DataTable();
sda.Fill(dtProducts);

return dtProducts.DefaultView;
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Principle Implementation
Mever trust user Validate all textbox entries using validation
input controls, regular expressions, code, and so
on

MNever use dynamic Use parameterized SQL or stored procedures
S0L

MNever connectto a Use a limited access account to connect to
database using an the database
admin-level account

Don't store secrets Encrypt or hash passwords and other
in plain text sensitive data; you should also encrypt
connection strings

Exceptions should Don't reveal too much information in error
divulge minimal messages; use customErrors to display
information minimal information in the event of

unhandled error; set debug to false
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private void cmdLogin_Click(object sender, System.EventArgs e) {
string strCnx = ConfigurationSettings.AppSettings["cnxNWindBad"];
using (SqglConnection cnx = new SglConnection(strCnx))
{
SqglParameter prm;
cnx.Open();
string strQry =
"SELECT Count(*) FROM Users WHERE UserName=@username " +
"AND Password=@password";
int intRecs;
SglCommand cmd = new SglCommand(strQry, cnx);
cmd.CommandType= CommandType.Text;
prm = new SglParameter("@username",SqlDbType.VarChar,50);
prm.Direction=ParameterDirection.Input;
prm.Value = txtUser.Text;
cmd.Parameters.Add(prm);
prm = new SalParameter("@password",SglDbType.VarChar,50);
prm.Direction=ParameterDirection.Input;
prm.Value = txtPassword.Text;
cmd.Parameters.Add(prm);
intRecs = (int) cmd.ExecuteScalar();
if (intRecs>0) {
FormsAuthentication.RedirectFromLoginPage(txtUser.Text, false);
}
else {
IbIMsg.Text = "Login attempt failed.";
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private void cmdLogin_Click(object sender, System.EventArgs e) {
string strCnx =
ConfigurationSettings.AppSettings["cnxNWindBetter"];
using (SaglConnection cnx = new SglConnection(strCnx))
{

SqglParameter prm;
cnx.Open();
string strAccesslevel,

SqglCommand cmd = new SglCommand("procVerifyUser", cnx);
cmd.CommandType= CommandType.StoredProcedure;

prm = new SqglParameter("@username",SglDbType.VarChar,50);
prm.Direction=ParameterDirection.Input;

prm.Value = txtUser.Text;

cmd.Parameters.Add(prm);

prm = new SqlParameter("@password",SglDbType.VarChar,50);
prm.Direction=ParameterDirection.Input;

prm.Value = txtPassword.Text;

cmd.Parameters.Add(prm);

strAccesslevel = (string) cmd.ExecuteScalar();

if (strAccessLevel.Length>0) {
FormsAuthentication.RedirectFromLoginPage(txtUser.Text, false);
}
else {
IbIMsg.Text = "Login attempt failed.";
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private void cmdLogin_Click(object sender, System.EventArgs e) {
try {
// Grab the encrypted connection string and decrypt it
string strCnx = SecureConnection.GetCnxString("cnxNWindBest");

// Establish connection to database
using (SqglConnection cnx = new SglConnection(strCnx))

{
SalParameter prm;
cnx.Open();
/] Execute sproc to retrieved hashed password for this user
string strHashedDbPwd;
SglCommand cmd = new SglCommand("procGetHashedPassword", cnx);
cmd.CommandType = CommandType.StoredProcedure;
prm = new SqlParameter("@username", SqlDbType.VarChar,50);
prm.Direction = ParameterDirection.Input;
prm.Value = txtUser.Text;
cmd.Parameters.Add(prm);
strHashedDbPwd = (string) cmd.ExecuteScalar();
if (strHashedDbPwd.Length>0) {
// Verify that hashed user—entered password is the same
// as the hashed password from the database
if (SaltedHash.ValidatePassword(ixtPassword.Text,
strHashedDbPwd)) {
FormsAuthentication.RedirectFromLoginPage(
txtUser.Text, false);
}
else {
IbIMsg.Text = "Login attempt failed.";
}
}
else {
IbIMsg.Text = "Login attempt failed.";
}
}
}
catch {
IbIMsg.Text = "Login attempt failed.";
}
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public class SaltedHash {
static public bool ValidatePassword (string password,
string saltedHash) {

// Extract hash and salt string

const int LEN = 24;

string saltString = saltedHash.Substring(saltedHash.Length — LEN);
string hash1 = saltedHash.Substring(0, saltedHash.Length — LEN);

// Append the salt string to the password
string saltedPassword = password + saltString;

// Hash the salted password

string hash2 =
FormsAuthentication.HashPasswordForStoringInConfigFile(
saltedPassword, "SHA1");

// Compare the hashes
return (hash1.CompareTo(hash2) == 0);

static public string CreateSaltedPasswordHash (string password) {

// Generate random salt string

RNGCryptoServiceProvider csp = new RNGCryptoServiceProvider();
byte[] saltBytes = new byte[16];
csp.GetNonZeroBytes(saltBytes);

string saltString = Convert.ToBase64String(saltBytes);

// Append the salt string to the password
string saltedPassword = password + saltString;

// Hash the salted password

string hash =
FormsAuthentication.HashPasswordForStoringInConfigFile(
saltedPassword, "SHA1");

// Append the salt to the hash
return hash + saltString;
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public class SecureConnection {
static public string GetCnxString(string configKey) {
string strCnx;

try {
// Grab encrypted connection string from web.config
string strEncryptedCnx =
ConfigurationSettings.AppSettings[configKey];

// Decrypt the connection string

DataProtector dp = new
DataProtector(DataProtector.Store. USE_MACHINE_STORE);

byte[] dataToDecrypt =
Convert.FromBase64String(strEncryptedCnx);

strCnx =
Encoding.ASCII.GetString(dp.Decrypt(dataToDecrypt,null));

}

catch {
strCnx="";

}

return strCnx;
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VoibNuss ToCwi BXFABGadw DHnd cLF I pracds hBS Y b0 02 TH ppiVine cOVw i A oSl nna BRI L1 ThgdF LA
ANV RO TouGhi I YasL 1KLL WML

Diecrypted Stong

server=localhost ; uidePebl ini tedlaer ; pwd= Ehndfine rdat sbhasesnorthvind;

| Encrypt
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7. ket Aluj
HELR o2& MASHH Mz|sHX| Z& ARoE siH= 0|5 48 = AUGHCh w2ty
2E Z2HM IS0 oo M2Z|E ZFAZI= Aol SetHcoh ek M2[E o2l XA
Blg/x| ok 20 2 A

=]
olel= ek sl =Fol € # U= HEE zastezEt
5

Ssfok Bh]
Ch H2lE ofelel B9 2F MAIKIA 2 ALBXil et K843 ool el
C

s Z{ ol Al
HE B2 MEE M3sHK| 2= Eotd 7o A4 g HFofof 2
He|= X Z2 oele] ZdRols Ao 24(Web.config mtd)e| ClH EME FalseZ
MAST customErrors 42| RE EMZ On == RemoteOnlyZ2 AZXASH0] sfiZ{ol| A |
25tel MEDH FA|EEE sfof gHch & S0 ChkE2 EAAI2. <compilation
defaultLanguage="c#" debug="false" /> <customErrors mode="RemoteOnly" />

RemoteOnly X2 localhost2FEl AIO|Eo| HMASHE ALEXOA= FES 2F A

AE Mot #A fIXZ2FEH AtO|Eof| WMASHE CHE AFSALO|AI= off2lof gt ofH

FET FEL =EAFIA] e dibNel 2F HAIXIE HSStESE 2T 22 ALE
AHE ZEE ZE ALEAOIA it 7 MAIXE ZEAISIES St On 82 ARESHY
A2, 22458 oM = Off 48 HUZE ALZSIHX| ohdAI2

8. 2&

SQL injections =42 Eot A|AR0| &5t HIO|HE FX|HLE, #HE Ee MM 2
7b A7 2ol 28 ZEIY JNLXIE AESHH ctRo{ol st ZA YL ALEsts
ASP.NET HX™ b= A glo| olz{st 3Hol= HRL A FUdsE 5+ AL MHZE
ASP.NETS AFSstX| 2= d<olT SQL injections =Zof €A & = As4HCh

Windows Forms 8& Z=2I# 1 Z0| ALEAL 212 H0[E{ & ALE3SI0{ HO[E{H0[AE



g2lstes ZE 38 202 FHEHe

22 EA M2 injections 342 tiatol E = UAEHCH

SQL injections SALE2RE AXE ESste W2 %A X ZLEUCH ZE ALE
A o] ofst REMES AAL E =elstl, M SQLE2 EUE AREoHX| 2, = AT
o2 AFS A8stL, sie 7| HEE siAl == 2d5ssta, sHAHMA 3t HEE
M3stK| AT Hel MEE ZAISHK| 2= 27F HAIXE H3ste 88 T2 SQL
injections 342 o MR X = AFUCEH oy AHSe 34 2o S AL
gt 49 ostitel gho| AoistHets AL 25 MEfE FXIE = ASHCLC



