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& CNN Alerts: Breaking news - A2 & HS0)
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CNN Alerts: Breaking news

& Last news for Dillon Fry - 228 SEHUSO).
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as: Last news for Dillon Fry

CNN.com. YOURE-MAIL ALERTS

Alert Name: Breaking news

‘Wal-Mart to Emplovees: 'if Democrats Win You'll Have To Go Home at Night'
Wed, 13 Aug 2008 12:11:13-0700

FULL STORY

*fou have agreed to receive this email from CINN.cam as a result of your CKIN com preference settings
To manage your setfings click here

To alter your alert criteria or frequency of ta unsubscribe fram receiving custom email alerts, click here

Angelina Jolie nude. New Paparazzi Video!
Download now!

® 2008 C:
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CNN

CNN Alerts: My Custom Alert

CNN.com Daily Top 10

CNN Alerts: Breaking news

CNN Daily Top 10

Angelina Jolie

Angelina Jolie Free Video

Angelina Jolie’s Free Video

Angelina Jolie nude movie

Angelina naked video

Angelina Jolie gives birth to triplets

Angelina Jolie dies in miscarriage

McCain & Obama

McCain supports idea that Obama is muslim

Obama admits extra-marital affair

World War

Bush unveils Iran invasion plan

US Army invades southern Iran

Olympics

Beijing Olympics cancelled

etc

We congratulate!
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xvideo.avi.exe, update.exe, Paris-nude-video.avi.exe, video.avi.exe, flash.exe,
video54582.exe, video9865565.exe, video-anjelina.avi.exe, windows_media.exe, video-
nude-anjelia.avi.exe, video435ki.exe, flashupdate.exe, shok_video.exe,
flashcodecinstall_13_31.exe, watch.exe, codecinst.exe, video1.exe, video.exe,
hot_video.exe, video_film.exe, xxx.exe, videousa.exe, videob.exe, video12.exe,
watchmovie.mpg.exe, msvideoc.exe
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& File Monitor - Sysinternals: www,sysinternals.com
File Edit Dptions WYolumes Help
HE | SBRE @ <7 | Mo |

# | Time Frocess Request Fath _ _
] 2= 3:27.07 B get_ flash updat CREATE CAWINDOWS\eystem3ZChEwSve exe

@ CbEvtSvc.exed T 22 AU AR 5530] A|A8 A1 A] s A8 Hes i},

Name: CbEvtSvc

Display Name: CbEvtSvc

Description: (%13)

Module: C:\WINDOWS\system32\CbEvtSvc.exe

O A3 2|

mOORIE) EAA) EIG AW SR =181 x]
¢+ AEEFDER @HE om0
B 26 *FEI(E%) 0 » | & M8 @ ANES® LS AERE 212 A
Sl AAE S aleter  HE L AR OE 2 MHA
Iﬁ.ﬂl”;:E @ hpplica,, CIE,, NEE % 2% M~
i g rﬁx o 6 Applica,,, BE. FS 2R AAY
@ QE E*g ;,i-g B wgadoma,. wWn,. ANEE RS 2Y AAY
| o% BT =2 %Backg . BE. 2E 2 A ~E
R aNc ke e
@ % Wi —  ClipBook &%, NE ot e 28 AIZE
CA3 22 58 HCOM+ ., SEN,, AZE =z 2E AlLH
043 2 HCOM+,,, CO,,, e Bl AlLE
= @ M~ 2 28 z20y | WComput, LE, AZE XS B AAH
S MHI2 Crptog.., Wi, AIE TS 2 A2H

(%) MH|A S5

® CbEviSve.exes -4 37} o= B 3242 hitps://66.199 xxx xxxol| 4 &ste] 37}
opdsie HE21/Idred/Iditd phpE “‘O}Sﬂr olofl £g=o] e F4E B3l TVt AT =E]
AAE et 371 o= 5 {EA T4 B 55 9hde ChEviSveexedl] t=311
wojgie},

@ CbEviSve.exex 771 HYF1E E5of I3 0] Y= 7t =SS thee=sto] 23
AZItk, 7t o2 e 9 Ae | o =52 vha 2t

http://78.109.xxx.xxx/04scan.exe
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© F7I=2 2= 9 install exeZ} A3 = google, yahoo, aol, microsoft, frontbridge 52
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Warning!
Spyware detected on your computer!
Install an antivirus or spyware remover to

clean your computer.
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shut down to prevent damage

9} & oPY9EE AFSAR BhofF TReTt o] "Aniivitus XP 2008'0 |2k 3910412
Pes fsp7] Slgoltt,

Antivirus XP 2008 license agreement

On clicking "“Agree and install'" pou agree with the terms of service listed below. In
caze pou dizagree with the terms you can click here to cancel the intallation. However we
strongly recomend ta finish the inzstallation to keep your computer secure and protected.

SNTIWIRUS <P 2008 LICEMSE AGREEMENT ”

IMPORTAMT: PLEASE READ THE TERMS AND COMDITIONS OF THIS LICENSE
SGREEMENT CAREFULLY BEFORE USIMNG AMTIVIRLUS xP 2008. PANDORA
SOFTWARE. INNOWVAGEST 2000 AMD/OR ITS SUBSIDIARIES ARE W/ILLIMG TO
LICEMSE THE SOFTWARE TO ¥0OU 45 THE INDINMIDUAL, THE COMPANY, OR THE
LEGAL ENTITY THAT WILL BE UTILIZING ANTIVIRUS <P 2002 (REFEREMCED BELOW
A5 "vOU" OR *OUR"] OMLY ON THE COMDITION THAT vOU ACCEPT ALL OF THE
TERMS OF THIS LICENSE AGREEMEMT. THIS IS A LEGAL AMD ENFORCEABLE
CONTRACT BETWEEN Y0OU AND PANDORA SOFTWARE, INNOWAGEST 2000 BY
CLICKING OMN THE "aGREE" OR "vES"BUTTOMN OR OTHERWISE IMDICATING
SSSENT ELECTROMICALLY, OR LOADING THE SOFTWARE., YOU AGREE TO THE
TERMS AMD COMDITIONS OF THIS AGREEMENT. IF vOU DO MOT AGREE TO THESE
TERMS AND COMDITIONS, CLICK, OW THE " DO NOT AGREE", "NO" BUTTOM, OR
OTHERWISE INDICATE REFUSAL: MAKE WO FURTHER USE OF THE SOFTWARE. AND
COMTACT THE CUSTOMER SUPPORT TEAM.

| Agree and install |
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Registration Support

Remove Vi

Alert ! Your system is infected!

| Tnfartad: 1600

Antivirus XP 2008 E e

Antivirus ¥P 2008 has found 1600 threats, Itis recormended to praceed with removal, | Infected!
Infected!
Known viruses B e | Infected!
Infected!
Win3Z/IRCBatA8H The IRCBot ASH malware family is & group of bot i Infected!
Win3Z/IRCBotAAH The IRCEBotAAH malware family is @ group of bot ... Infected!
Win3Z/IRCBotASH The IRCBotAAH malware family is 3 group of bot ... Infected!
Win32/IRCBotASH The IRCBotASH malvare family is a group of bot i Infected!
‘Win3Z/Adware.Sear...  Programis used to direct a browser to display pop-... Infected!
Win32/Adwars.Sear..  Programis used to disct a browsst to display pop-..  His Infected!
e o e ot e e e Infected!
WindzAdware.Sear..  Program s used to direct a brawser to display popr... Infected)
v

Get Maximal
Realtime
Protection

with Antivirus %P
2008 ‘

SIO0000000

€3 System information x

Antivirus has found 1600 viruses on your computer, It
is recommended to disinfect files as soon as
possible,

AFanR S

SoMYFE ARE 93 oY) WES F2H rhew} o] 5EHA ghe AF ARE
SIRIATE ehol 412 712 Felaeba gk, AR, Sl S1H Ao A 1eat b TIEE2 AFg A}
PColl EANSHA $20.7] AP} S9N TISHES fzat] 918 A3 712 Aol

Al rus XP 2008 demo mode notice

irus XP 2008 registration info E
Antivirus XP 2008 This version of Antivirus %P 2008 is for tial purposes only. Remaval and real
time protection featurss are disabled, You can perform scanning to locate @

wviruges and malicious software on your PC.

A'_. This Computer is infected with spyware and adware

Tobe able to remove threats amd turn on real time protection feature. you need ta register
Spyware programs install keylogeers, stesl credit card numbers and bank information Antivinus ¥P 2008

details. This computer can be used for sencing spam and you will et popups with
aduft corten. If you homepage was changed or you have strange popups- this is =

s AR e e Pt e Todo so, click Get License button below,
S I you have alieady received license, please input the registration data in the fislds belaw,
gistration * REGISTER
W are strongly recomend you to register Artivirus XP 2008 Licen:

“You will get friendly 24/7/365 premium support, frequent updstes and individusl
fized from all known viruses!

# \Virus Protection NOT ACTIVE |

Wincloeers dlied not find any registered Antivirus XP 2008 software on this
computer. Antivirus XP 2008 helps protect your computer against viruses and
ather security threats. Click Recommendations for suggested actions you can take

et

I you have any problems registering software, please feel free contacting
support@avsp08.net. We'll be glad to solve any of your problems 24,7 /385,

Anfivirus XP 2008

Continue unprotected

Get license

| Click here to switch to the Full Mode.

-AE 552 98 O]-‘:]'°ﬂ 9)=]38} "Click here to switch to the Full Mode" BlEo[L} "Get
license" HES F& 74-F, thad 22 gholAllx 9] Alo|ER A €t

29 20084 85
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/2 Antivirus XP 2008 - Windows Internet Explorer

e - [emoy 9] [4¢][x] [Lve Searcn Jlel]
D2E BIE 20 EHIANE EHD SEEH)

de G @ anivinus XP 2008 - & - HORE) - &

=

7 Antivirus XP 2008

Buy

USD 49.95 Pay by credit card

Antivirus XP 2008 Standard edition + 1 year free updates
Scanner + Spyware Remover + Real-Time Protection + bonus features
PRICE:USD 49.95 (This is a One Time Only Charge, your credit card will
never be rebilled and you will receive UPGRADES FOR FREE!}

USD 99.95 _Pay by credit card

Antivirus XP 2008 Standard edition + 3 years free updates
Scanner + Spyware Remover + Real-Time Protection + bonus features
PRICE:USD 99.95 (This is a One Time Only Charge, your credit card wil
never be rebilled and you will receive UPGRADES FOR FREE!)

8 3 @ oE 0% -

(2%) 51924 Fo) At E

-ghol Al 918 $13) "Pay by creadit card" HES ERS 79, theot 22 A1871= ZA|
Alo|Ev} Q). S| AA| Alo|EX ARSA7) oA R 2 Agvle AR E s
“Process transaction” HES T2 A7} JY === Fo] i}, 3l ZA| Alo|Ex u]4]
APO|EZL opd AA|R A8TIE A7} o] Fol A= Ao ERA ARALEo] AAIE 18T
739-oll= 14 FelE S 918 A0] ot

/= Antivirus XP 2008 Standard edition - Payments - Windows Internet Explorer

~ |& htpsi/ys ML [#2][5] [Live Search

oz
i g0 [ anivius 1P 2008 Standard eoiion - Paments | | fi - & - B HOA® - GEIQ - 7

Your Purchass is Backed By Fully Secure & Encrypted Your Email Address and
Our 30-DayMoney Back Ordering - Even Safer Personal Information are
Guarantee! Than Over the Phone. private and NEVER resold.

(B) BEE) =G SAFIANA =D =STH)

5

Your statement will be under the name of Innovagest2000s|
= o ©I B 01 B

— Antivirus XP 2008 Standard edition Total: $49.95 ‘

D= Product Purchase Form (approximately 54333.12 KRW)
(transaction amount:$48.45,

activation fee: $1.50)

your personal details Enter your card information 7
(* as itappears on Your card and Your card statement)

First Name: [ Last Name: | | Select card Type:

Billng Address: [ | cadmumber [ ]

City: [ | & ‘
State: Expiration date:

N meie O

comr — T

Phone: [ | i 5

E-mail: [ |

€ System information x
Confirm E-mail: [ ] Anfivirus has found 1600 viruses on your computer, |t
is recommended to disinfect files as soon as
possible, ]
' — HI00% -

(O%) &l Zx| ALo|E

o137 SPAFIE FEAR 2wl Uk o= S o] §ale] AHgA} PCol 519 A M el
ol Fajo] B ek A ALg A AT WA0 2 NS 2 ALEA AAE
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- C:\WINDOWS\system32\CbEvtSvc exe

- C:\WINDOWS\system32\Iphc***j0e*** exe

- C:\WINDOWS\system32\pphc***j0e** exe

- C:\WINDOWS\system32\phc***j0e*** bmp

- C:\WINDOWS\system32\blphc***j0e™* scr

- C:\WINDOWS\system32\drivers\54c70b2e sys

- C:\WINDOWS\gegbdmwf dll

- C:\WINDOWS\pntgkflv dll

- C:\Program Files\rhc***j0e**

- C:\Program Files\rhc***j0e**\database dat

- C:\Program Files\rhc**j0e**\license txt

- C:\Program Files\rhc**j0e**\MFC71 dll

- C:\Program Files\rhc**j0e”*\MFC71ENU DLL

- C:\Program Files\rhc**j0e**\msvcp71 dll

- C:\Program Files\rhc**j0e***\msvcr71 dlI

- C:\Program Files\rhc**j0e™*\rhc***j0e*** exe

- C:\Program Files\rhc**j0e***\rhc***j0e*** exe local

- C:\Program Files\rhc***j0e***\rhc***j0e***Skin dll

- C:\Program Files\rhc***j0e***\Uninstall exe

- C:\Documents and Settings\All Users\H}EE 31F4\Antivirus XP 2008 Ink
- C:\Documents and Settings\All Users\A| &} O 7 \=.2 24 \Antivirus XP 2008
- C:\Documents and Settings\All Users\A| &} H| 7\ 2 28 \Antivirus XP 2008 Ink

- C:\Documents and Settings\All Users\A|Z} O 7 \= 2 24 \Antivirus XP 2008\Antivirus XP 2008 Ink

- C:\Documents and Settings\All Users\A |ZH H| 7\ = 2 72H8\Antivirus XP 2008\How to Register Antivirus XP 2008 nk
- C:\Documents and Settings\All Users\A |2+ 0| 7\ = 2 12H8\Antivirus XP 2008\License Agreement Ink
- C\Documents and Settings\All Users\A |2} M|\ Z 2 T12#\Antivirus XP 2008\Register Antivirus XP 2008 Jnk

- C:\Documents and Settings\All Users\A| &} H| 1\ Z 2 TH\Antivirus XP 2008\Uninstall Ink

- %UserProfile%\Application Data\Microsoft\Internet Exploren\Quick Launch\Antivirus XP 2008 Ink

- %UserProfile%\Application Data\rhc***j0e**

- %UserProfile%\Application Data\rhc***j0e***\Quarantine

- %UserProfile%\Application Data\rhc***j0e***\Quarantine\Autorun

- %UserProfile%\Application Data\rhc***j0e***\Quarantine\Autorun\HKCU

- %UserProfile%\Application Data\rhc**j0e**\Quarantine\Autorun\HKCU\RunOnce

- %UserProfile%\Application Data\rhc™*j0e**\Quarantine\Autorun\HKLM

- %UserProfile%\Application Data\rhc**j0e**\Quarantine\Autorun\HKLM\RunOnce

- %UserProfile%\Application Data\rhc**j0e**\Quarantine\Autorun\StartMenuAllUsers
- %UserProfile%\Application Data\rhc**j0e**\Quarantine\Autorun\StartMenuCurrentUser
- %UserProfile%\Application Data\rhc**j0e**\Quarantine\BrowserObjects

- %UserProfile%\Application Data\rhc**j0e***\Quarantine\Packages
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® A2 2“2 ol regedit® 5} ol HEL FeT}
@ olehe] AR AER] GESo] ZASIE AR (& Qleje] S 3o FA)

- HKEY_CURRENT_USER\Control Panel\Desktop\SCRNSAVE EXE

- HKEY_CURRENT_USER\Control Panel\Desktop\ConvertedWallpaper

- HKEY_CURRENT_USER\Control Panel\Desktop\OriginalWallpaper

- HKEY_CURRENT_USER\Control Panel\Desktop\Wallpaper

- HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System\NoDispBackgroundPage

- HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System\NoDispScrSavPage

- HKEY_CURRENT_USER\Software\Sysinternals\Bluescreen Screen Saver

- HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CbEvtSvc

- HKEY_LOCAL_MACHINE\SOFTWARE\rhc***j0e**

- HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\rhc***j0e***

- HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\rhc***j0e***

- HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\lphc***j0e**

- HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\pphc**j0e***

- HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\SMrhc***j0e**

- HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\rhc***j0e**

- HKEY_LOCAL_MACHINE\SOF TWARE\Microsoft\Windows\CurrentVersion\Internet Settings\User Agent\
Post Platform\AntivirXP08
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