KrCERT-TR-2006-001 http://www.krcert.or.kr
WebKnightE 0[&8t SQL Injection 32 XI&t cert@krcert.or.kr

WebkKnight= 0[=¢t SQL Injection =24 A|&h

KISA= # #4104 A58 WebKnight 2 313 =7 71AR] AQTRONIXS}
ofbg A= glow, I ) i Fa S flel I s
WebKnightE ®eF gag&o= A7l

2006. 02. 10

Q KrCERT/CC

T QlE WA S AL L S X| 2 M E

A 'U‘
KISA SIRMHHTXIES)

Korea Information Security Agency

¥ B B9 AL} 9RE 0184 HlEA] (21 AR B SAEAKISA)|E BABK FA]7] vl

KiIsC
@A SIRYHHONTY Ol E{ LI &| 5| A} TLCH S K| & MIE]



KrCERT-TR-2006-001 http://www.krcert.or.kr
WebKnightE 0[&8t SQL Injection 32 XI&t cert@krcert.or.kr

W EA0A a7l ohd EuolA WEASE ARE W FAAA o5 AR st
FoolA] siFe] A2 Szel Foka Utk ot AAFH AT Hshlwo] HE AL AP
AAolES A=shn BEAE SRS MEZES FINIE TANCI I stof 227} AlFeit

A2 AESz YANE ooz WAHT gt AP H¥E SQL Injection FZo] T U]
oItk SQL Injection #%F & A%, FAAG FolM URL o) Bie 9Ege 4554 2e
E =4

[

o2 3N o] TAH= ) JHTAAAMY LFxeta & F Ank Y £E, 74 AOlE
TES T AlES] w42 Bl § WEAES FEATL AT, oY F FAPIAE {FEA
2 olgH e ARIESS FHH ol Aes <Al JAT AdE £AE shA Xl FAbE oA
AAE Tk 45 Bol = F Ao AU SADAE ] 40l ot =l oA
FE BRA Ee FEA AIE T F 30% ZHEol 23] o) A A S Fetal e AeE U
Elutth o] SQL Injection H A AAZE ) T2 o) Ax I=E FAOE ZEFHOZ 3
29 ¢ e TACIARE &9 T 4 AW Z2a8 FH4o] A &7 Wit

9 Ax" FF olF EANS 487 Boke A7 L g Rk Tejsie] s
- st QBN AAT RS AN E EsflolA LA Teistelol st Bt A}
G3} 4ol AldlE AT Jom o Fuste] L] uhee,

o E3o)A A Het Aol= BERE
http:/ /www.kisa.or.kr/news/2005/announce_20050427 submit.html

%, I NA AL LA QA A SQL Injection B2, YRZE/DHEEE 27, XSS £
5 EA 4FAe] YEg & Y EE Po)SeAolH Bt ABUE AT A Lotk

lSLockdowne 9 AME BE3] A% HES 2 A5HT + Qe £72 AHe) =0 of
o FRER OYT NS S ASRAG HED & Y= ASA BERS AT

J
N

.

http:/ /msdn.microsoft.com/library/ default.asp?url=/library/en-us/secmod /html/secmod113.asp

242 AT + At

URLScan ¢ Alo]lE  #EA7E AWolAd A7 73k ¢

T A=
ISAPI(Internet Server Application Program Interface) ZEIZX 574 ¢ 84S Agste] FAH
o7 fag 9 Qo] AW T3}y o] ATFozH FAL ot

Kisc

@A SIRYHHONTY Ol E{ LI &| 5| A} L CH S K| I MIE]



KrCERT-TR-2006-001 http://www.krcert.or.kr
WebKnightE 0[&8t SQL Injection 32 XI&t cert@krcert.or.kr

http:/ /msdn.microsoft.com/library / default.asp?url=/library/en-us/secmod/html/secmod114.asp

http:/ /www.microsoft.com/ technet/security/tools/urlscan.mspx

stA R, ol A% IISLockdowno]y URLScan® DB Query 3= ZHH A= Xt HT
A3 9)E SQL Injection 324& Add =+ gl

HZ § 40| AAT FF o]22 I - 9] A48 WS EE Bol FAIHATY gFEtar
gk PFAE 71EY UEHZ HstE oy AJEAA2RTE Bolst=d A7 Aok s
H-2 SQL Injection 5 3 AC 53t Bt &F o2 s udx HEY Jart 9l
ot 28y, 719l A BAZFQD FAE Qe A8 istE =lo] ol AU gerg 2 1
ANX= T/ 4dslEd WebKnightE 53l SQL Injection & U3Zo djal wWolste Htks 4

WebKnight= GNU &7} 2ol ¢ i‘% 2= I AZEJAAEZN BE 7|YFoly sile]
AR AHEE & U AR 1‘41 TN AZE| v FA 2 WebKnightE g8 4
ek o wls) A FH oAy W T /\}%X} ool HFotal, AEHYA FARFE ofHre
@3 o] k. WebKnight® 20039 11%01] vl3 #zlo] dEjzd & ddo]EV} glth

a8y, °o] =9 SQL Injections EI thfdt Aol sl e & e ZHds A¥
s a1 lan, @A) Bo] AREE AL Sl= 1S5, NSeoll M= ol ZAI]le] 9] 7Heste] o <)
T4 Apdel 473 B =S F 5 Atk B8, WebKnighte] Z5d 248 F4AU ¢ 2%
7HA g ¢ Jlong SR ALEveld L A BEixte] K& HAlstelor & Aotk

< A¥EI AA g AzEvolY WS 2fskal, AA

oA = WebKnighte] F8 7|&S
< vy & AasteA] HAES A29E &g

2. WebKnight JiL

WebKnight= AQTRONIXAHhttp:/ /www.agtronix.com/)ol| A 713k [IS AWl HX& 4= =
706 ) sttt WebKnight= ISAPI ZH FE|Z $2stH, 1S A Srekel] fxste] 1xH
2 AeH7] o]l IIs A E S0l & §§ 2l 3l dAH deArt 48 I8 S o
gt <SS oAl SQL Injection 34 5 54 § 8735 ARl AdgdozA SAHE HdeHA A
Tt olHd 22 A714d dulelEZE 2% 34 ' DBl o|E3kA] ¢4l SQL Injection, Y
E7 traversal, ¥4} 1Y &4 53 2o] 7 gA9 EAHHQ =L o] &F HFEH Ao w
Ha JulolES HAassta 3l < 4EX T4 En ofyE dHAA 42 TR
FHE MHE B 5 Utk

TE3H WebKnight= ISAPI Eo]7] wjZo] o} wWslsolu} DS Hlsl U} LHstA &=
g 4 9lo] e o]FHo] Atk MSe URLScan® wlzb7FA 2 ISAPI ZEZH inetinfo.exe oA &

KiIsC
@A SIRYHHONTY Ol E{ LI &| 5| A} L CH S K| I MIE]



KrCERT-TR-2006-001 http://www.krcert.or.kr

WebKnightE 0[&8t SQL Injection 323 Xt&h cert@krcert.or.kr
Zslnz oW =rt 4stA] @) A FE F Aol Ed] WebKnights #-&3te] HAEZ A
A A Fgem Qe GMH Sxr o3y Wk RS =2 ¢ AT AN

52 WebKnighte] =8 57 o]th(http://www.aqtronix.com/?PagelD=99 ).

o %<& Ef+ H]-E&(Total Cost of Ownership)
WebKnight= 9=¢= Q1258 W7|X]9} 94 M ~agdEeE=xz dx7kss] ARdelA 44
WebKnightS AJ&]8 4= Qlth. T8 WebKnight 474S ultr] 918 2elg A8} -l o)~
£ As3

0 ¥9 F QuoIE T
AR 94 WAL AdST trpe 44 WAL YAme ANEL aveA 2ol 9 A8
Aol e ol AN o] Blol ABE VAT + ATk A5 oLF2 of 1t ol
§ WRe gAse 2 gan

AEA W= @] WebKnight= ISAPI |2 1ISe] d¥-2 2322 HTTPS 4
g 2 agd = dn

o HTTP Error Logging
WebKnight= I H Z32E HTTP o84 238 ¢ A== 44T 5 Qv o] WHo = 404
Not Found 9} 22 UuFAQl ol &1} ‘500 Server Error' e} #o] Ho} 47tet 21E5% 7|58 4
Atk o 23F o8ty 345 BASHAY A FAE DAY AxE A= g4 2
Ast _11:_ 011;]_

o ¥7IRk ofEA o)A T3
WebKnight= Frontpage Extensions, WebDAYV, Flash, Cold Fusion, Outlook Web Access,
SharePoint 3% 53lo] 2 o]F oAt}

3. WebKnight &X]|

WebKnight= 9EF2= A2FHE ©]&3 HA, installvbs 2AHES o] &3 A, ¢35 23
T A e r AAE 4 Ut

Q28 A 5 shtel YA el dalel AlelErt 9 A4S AMH AA BHE

KiIsC
@A SIRYHHONTY Ol E{ LI &| 5| A} L CH S K| I MIE]



KrCERT-TR-2006-001
WebKnightE 0|2

St SQL Injection

=4 At

http://www.krcert.or.kr
cert@krcert.or.kr

HEEEZE )T = don, /E dAlERE ME & &9 98 ZHE H&(XolE 2
5 2~
BE +E 3
%E%zquﬁw}mwmwséagggo@@}gﬂﬂw |BHoz =Y JHIF 8
Hed A2 L g3 2o
@ o}z URLeIA WebKnight 1.3(2003.11.10 E‘FL]Z) g2 Hi=t)
http:/ /www.agtronix.com/downloads/WebKnight/2004.02.01/ WebKnight.zip
= O X =) —
@ &= At ool e Er et Hdo] A HETH
% WebKnight = S
TEUE TEE =270 SARIE EUD ESTH) | 2
QHE -0 - 7| P24 [pEn |3 v X 9| E-
(D) [ Cvs ZwebKnight  Bos
=0 x [[0E = RN [ =23 dmp EEE |
[ b Ee = [=:5etip o 20 2006-02-07 27 11:17
ERSRUE=Y = Source = 2006-02-07 23 11:17
= sanadam &) Readme,him 13kE HTML Document  2003-11-10 223 12:64 &
EEITELE B WebKnight, zip YOKE 2 zip M 2006-02-07 28 11116 A
H 35 =20 (A =
< | »
[4THH (CIA3 g 22k 14.3GB) [382KB [J H E=H g
=] = o =
@ Setup ET|Z o]Este] AX| WS A9 4 ot
% Setup 011
e HEE 220 SARIE XD ESTH) | &
Q52 -0 - F|P2ad|o=d s » X 9| @
40 | w2 2 WebKnightWSetup | Bos
= x |[OE = | ERI T | 2Es 2R E
=) ProcassExplorertit 2B S8 EZEJE B0-11-10 28, A
5 & Webknight . KB WBScript AITE THY 003-09-15 25 ., A
= Setup (i Aﬁnohack htmn 2B HTML Document 003-05-29 2% ., A
= [ Source &) Readme, htm 13KB  HTML Documnent 03-11-102H .. A
= @ WebKnight, zip @uninstall.vbs kB WBScript A3EIE IH 2003-02-24 2= .., A
& & Documents and Setfings [2] WebKnight,dll JMKE S2 Z2IH HE 2003-1-10 2F .., A
® [ ForuneSolution3 5 WebKnight,Msi 963KB  Windows Installer INF|Al - 2003-11-07 2F A
& &y (hetaib 2 WebKnight,xmil BOKE <ML 2AM 2003-1-10 2% ., A
e KIS A 2
| | » | 4| | |
[FHA (CIA3 HE 2k 14.368) [1.62ME [9 L0 E=E 7
@ WebKnightmsi #9S HEFEste] 9592 A2EHE FAAA WebKnights AT +=
A3, installvbs 2AHEE HEFY3t] X 5 Juh(AHA|Alol= uninstall.vbs 3 2 3Y)
Uhs 192 IS 6.0°14 WebKnightmsi 3} Haste] 9= QaEd ol oa 2X=H< shdold.

2 AQTRONIX WebKnight 1.3 Setup

Welcome to the AQTRONIX
WebKnight 1.3 Setup Wizard

The Setup Wizard will allow you to change the way
AQTRONIX Webknight 1.3 Features are installed on your
computer o even ko remove AQTRONIX Webknight 1.3 From
your computer, Click Next ko continus or Cancel o ext the
Setup Wizard,
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© oAl T F A B Adegside] yehued], dubd g2 “Typical's A= 3t

i AQTRONIX WebKnight 1.3 Setup [ %]

Choose Setup Type
Choose the setup type that best suits yvour needs

Typical

Installs the most common program Features, Recommended For
most users,

Custom

Allows users ko choose which program Features will be installed
and where they will be installed. Recommended for advanced
users,

Complete

All program features will be installed, (Requires most disk
space)
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Webknight is succesfully installed,

You should review an%u Settlngs of Webknight (by running config,exe in C¥Program FilesWAQTROMES Webknight®) and restart IS on
LocalHost to load the firewall!
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@ Setup #Ul oFefe] configexe Y-S A3P3|A| “Global Filter Capabilities” AAelA “Is
Installed As Global Filter”¢] A=2Z sfA|gc).

Global Filter Capabilities
[" s Installed &s Global Filter: Default:

Register for the OnReadRawData event. This is required for the global filter cap abilitie s. This event can anly be called
if the filter is installed as 2 global filter. If this iz notthe case then WebKnight will fail to load. For 115 & (and up), you
need to run 115 in 115 5.0 Isclation mode (not Worker Process mode), Requires restart of IIS!
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2 WebKnight Application Firewall Alert - Microsoft Internet Explorer ‘ ||I:|N'57(|

OrE) EEE) 2N SAFINE 54D ZSEH [Z
. - »

Q- © HE@& Pzudezwn @ - ® - L)

e 53
ZaD) |s§| httpef e, .com V‘ a OE o2 ” @- Google- =

~

WebKnight Application Firewall Alert

Your request triggered an alert! If you feel that you have
received this page in error, please contact the
adrministrator of this weh site,

What is Webknight?

AQTRONIX Webknight is an application firewall for web
servers and is released under the GNU General Public
License, It is an ISAPI filter for securing web servers by
blocking certain requests. If an alert is triggered
Webknight will take over and protect the web server,

For more information on WebKnight:
http: /. agtrani. comAYebknight,

AQTRONIX WebKnight
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W WebKnight =ml - Config 10| =|

File View Help

2
AQTRONIX WebKnight Configuration
\Scanning Engine
[~ allow Late Scanning Default;
This will run Webknight as a low priority filter instead of high priority, Recommended is high priority (is more secure as
it precedes ather ISAPI filters which might have potential buffer averflows, etc).
Requires restart of 115!
¥ Scan Mon Secure Port Default: W
Scan unencrypted (HTTP) web traffic (default port 20, but can be anything else),
Requires restart of 115!
[¥ Scan Secure Port Default: v
Scan enceypted (HTTPS) web teaffic (default port 443, but can be anything elze).
Requires restart of II5!
¥ Use Excluded Web Instances Default: W
Euclude certain web instances, recommended for web instances which have their own ISAPI filter like Qutlook Web
Access, ;I
Ready 4

config.exeE &3l WebKnight®] Thfst E®] 7|15-& A48T + e o 22 43S & 5 itk
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