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@echo KISA INCIDENT FIRST DATA COLLECTION TOOL

@echo ——————- Check Data, Start Time ————————-
date/T
time/T
@echo ———————- Get system information —-—————-——-

psinfo -h -s -d

@echo ———————- Get Network info

@echo ———-—-—--- Get Session info
net sess

netstat -na

nbtstat -c

net user

net share

net localgroup Administrators

fport/i
ps|oggedon
net start
pslist -t
time/T



3. 4 2AHES WE
date /T @ Al=%] G55 ¢
e

time /T : A|2~El A|7FS
psinfo -h —s —d : AAH A B AZEQO] £5 AW, st=r A HB
ipconfig/all : A]2=€le] olo]x] AW 3

net sess : & Aol H&He AFH HH

netstat —na : AR 9 ¥ E AW 2 AAF ololy] FH

nbtstat —c : NBTol| 4" A A1 &9

net user : A|Z=®lol EAst= AAAGH =9

net share : A28l I AH =9

net localgroup Administrators : A|AHEIO| ZXHSI= administrators I8 E &8
fport/i @ MH|A B2 ZEE €1 = Z2JW HE

psloggedon @ A AAE MM HE ol

net start : AAHl0| Jts&2l ME|A 2AE

==
pslist -t : A|AH0| BSEQ ZZ2MA 2|AEE E2| ZYoz £
time/T @ AAE AZES 2E{F= EEHY



e S AL hat
[Ffirst. bat
[IFport.exe
[Psinfo.exe
Fpslist exe
Fpsloggedon. exe

4.2. o] AFFA HE

HCopyright (C) 2001-2005 Mark Russinovich
Hevsinternals — www.sysinternals.com

Querying information for WINXP..._

o

4.3. 43 & A3PE ixt Lol AAH W&
IE |

EF1E2 0. bat

[Ffirst. bat

[ Fport. exe

FPsinfo.exe

M pslist exe

[Mpsloggedon. exe

(M= HH = tat
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5.1 date/T , time/T T+ U

KISA IHCIDENT FIRST DATA COLLECTION TOOL
———————— Check Data, Start Time -—-—————-—-
2007-89-17

= B82:16

5.2 Alz=glo] AXg g 9 AT E Y HE JH SEvAd AH Y

———————— Get system information ---------
System information for WWHIIHXP:

Uptime: A8 days 3 hours 28 minutes 18 seconds
Kernel version: Hicrosoft Windows XP, Uniprocessor Fi
Product type: Professional
Product version: .1
Service pack: 2
Kernel build numbep: 260808
Registered organization: WinkpP
Registered owner: WinkpP
Install date: 2887-84-17, Activation status:
IE version: 6.008080
System root: C:WUWIHDOWS
Processors: 1
Processor speed: 1.3 GHz
Processor type: Intel{R) Celeron{R) M processor
Physical memory: a2 He
Uideo driver: Intel{R) 82852/82855 GH/GHE Graphics
Uolume Type Format Label Size
C: Fixed HTFS 4LO8_00 GB
D: Fixed HTFS 15 _88 GB
E: CD-ROH
F: CD-ROH
¥: Remote HTFS La_.11 GB i
Installed HotFix

2007-84-24 FIX: ASP stops responding when calling Response.Ri
2007-88-15 Security update for HSXMLY SP2 (KB236181)

2087 -84-17 Windows Media Player 6.4

2087 -84-17 Windows Hedia Player 9

2087-88-15 Windows Hedia Player 9

2007-84-17 Windows XP

2007-84-17 Windows XP

2007-84-17 Windows XP



5.3 A]2Hl9] ololm] AHH 43

———————— Get Metwork info --—————--——-—-

Windows IP Configuration

Host Hame
Primary Dns Suffix
Hode Type

IP Routing Epabled. . . . . . .
WINHS Proxy Enabled. . . . . . .
DNS Suffix Search List. . . . .

Ethernet adapter 54 [ E& D HA:

Connection-specific DHS Suffix
Description

Physical address. . . . . . . .
Dhcp Enabled. . . . . . . . . .

Autoconfiguration Enabled

IP Address. . . . . . . . . . .

Subnet Mask
Default Gateway
DHCP Server
DHS Servers

Lease Obtained. . . . . . . . .

Lease Expires

.z 2807 9F 17Y
. : 28073 9% 272

: local

222.122.12.11

e
FG RO

nen2

5.4 M EI AZH Al 3 AZH port H

Get Session info

== =0 SsUCCt-

fictive Connections
Proto Local Address
TCP 6.6.6.68:13%
TCP 6.6.08.08:445
TCP 6.0.08.08:2869
TCP 6.6.08.08:3389
TCP 127.6.6.1:182%5
TCP 192 168.6.9:139
TCP 192 168.6.9:135%
TCP 192 168.6.9:1363
TCP 192 168.6.9:2219
TCP 192 168.8.9:2220
TCP 192 168.6.9:222%
upP 6.6.08.08:445
upP 6.6.0.08:5008
upP 6.6.8.08:16831
upP 6.6.0.08:4500
upP 127.6.6.1:123
upP 127 .6.6.1:1646

orelg ddress

Foreign A
B.8.8.0:8
B.8.8.0:8
B.8.8.0:8
B.8.8.0:8
B.8.8.0:8
B.8.8.0:8

61.180.191.30:445
61.180.191.38:4829
211.115.213.200:88
211.115.213.200:88
211.115.213.200:88
* 7

* 7

* 7

* 7

* 7

* 7

: Intel{R) PRO/Wireless 2208BG Hetwork Connection
. - B88-12-Fp-81-5E-21
. Yes

. : Yes

. = 192.168.08.9

. o 255 .255.255.8

. = 192.168.8.1

. 2 192.168.8.1

. 168.126.63 .1

2 11:88:21
=M 11:88:21

itate
LISTEHIHNG
LISTEHIHNG
LISTEHIHNG
LISTEHIHNG
LISTEHIHNG
LISTEHIHNG
ESTABLISHED
ESTABLISHED
TIME_WAIT
TIME_WAIT
TIME_WAIT



5.5 NBT <4 A

A g
=M HEHD HZ:
Hode IpAddress: [192.168.08.9] Scope Id: []

SARAE =9

Ho names in cache

WIMINSP O CHE! AFS R

Administrator Guest HelpAssistant
SUPPORT_388945a8 ted
dE=E & fHEisUC)-

=7 0§ 2o =
D% D:y Default share
print} C:HWUWINDOWSHsystem32Wspoolitdrivers

ZTEE St
c5 C:u Default share
ADHINS G WU INHDOWS Remote Admin
IPCS Remote IPC
SharedDocs C:WDOCUMENTS AHD SETTIHGSWALL USERSWDOCUMEHNTS
FYE T ABHSUCH
Hal 0|5 Administrators
= AEE/ O 2= WM~ HEHE IR H2] A
Ty
Administrator
ted
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-- Get Port info --——---——--———-———-

FPort v2.8 - TCP/IP Process to Port Mapper

Copyright 20888 by Foundstone, IncJ
http://www.foundstone.con

id

FERFEFoo@ @

804

1836
1044
3448

FrEFrooo

804
848
1836

5.8

Process
System ->
system ->
System ->
System ->
System '
System ->
suchost ->
>
>
s
ClipSock ->
System ->
System 4
System ->
system ->
System ->
suchost '
s
-

Port
2219
2228
2225
1355
139

L5

3389
135

2869
1825
1363

137
138
1988
1046
Y 1]
45488
445
1831

Proto Path

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

upp
upp
upp
upp
upp
upp
upp
upp

C:HWINDOWSHsysten32svchost .exe

C:WDocuments and SettingsWtedwH|Zr S}HWClipSock.exe

C:HWINDOWSYsystend2svchost .exe

A HAZE MM FE I AA” JtESEQl MH[A 2Z[AE

PsLoggedOn v1.31 - Logon Session Displayer
Copyright (C) 1999-2883 Hark Russinowvich
Sysinternals - www.sysinternals.com

Users logged on locally:

<Unknown> HT AUTHORITYWLOCAL SERVICE

<Unknown> HT AUTHORITYWHETWORK SERUICE
2087-89-17 WINHLPYted
<Unknown> HT AUTHORITYWSYSTEH

Ho one is logged on via resource shares.
CtE20 &= windows MH| A2 A ST S S Ct.

Ac Profile Hanager Service

Access Connections Main Service

Application Layer Gateway Service
Automatic Updates
COM+ Event System

Computer Browser

Cryptographic Services
DCOM Server Process Launcher
DHCP Client
Distributed Link Tracking Client
DHS Client
Error Reporting Service
Event Log
EvtEng

Fast User Switching Compatibility
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PsList 1.26 - Process Information Lister
Copyright (C) 1999-2884 Mark Russinovich
Sysinternals - www.sysinternals.com

Process information for WIHKP:

Hame
Idle
System
SMss
CSKSS
winlogon
services
ibmpmsuc
suchost
suchost
suchost
suchost
suchost
spoolsv
AcPrfHgrivc
EvtEng
hsvcmod
npkcmsuc
Reg3iruc
urmonsvc
AcSuc
SucGuiHlpr
AcHurocHlpyr
alg
suchost
suchost
1sass
explorer
hkcmd

=
|>
[
-
[m
Okt
H
>
]

o o
i

Pid Pri

a a

L 8
My M
492 13
516 13
=1i!]
752
804
848
952
088
1836
1228
1468
15088
1556
1576
1616
1672
1768
948
13640
1944
2188
3028
596
1868
112

L=

== = - - - - = - - R R - = = - = - = R - = - = - i - ]

Thd
1
L8

12
19
15

19
11
69

- —h
o=k A

-
M Ch o=k 00 GO WA = M L2 LD LD GO NGO

- 2

Hnd

328
21
484
o4
297
38
207
279
1489
81
217
137
82
133
23
41
Fii]
54
195
80
116
99
92
127
381
538
o8

UM

a

1856
3788
66212
61324
J6344
18452
66568
39532
144496
31816
Logy2
52168
38544
184088
179080
17184
24868
77084
57568
39672
L7532
35872
o112
1436
48168
189848
Ja548

Wi

16
280
392
Je4ah
41068
5016
1496
5188
4402
260896
3420
7516
55e8
5056
o008
1768
1884
2664
33796
7256
5oL
7004
J688
3584
4344
3908
31308
4720

Priv

172
2488
8236
2108

512
2836
1916

160852
1356
632
472
1768
394y

588

552

¥fh

31792
472
2744
L4028
1248
1656
2588
Wr{6

19112
2872



