ZIEAL 7| sX|E A & 5 kiss@nextline.net

Apache SSL

Apache_1.x + apache_ssl + Mysql + Php + Zend + OpenSSL A x|
(1) Source T CIRZRE

(M apache_1.3.37.tar.gz

C2 2= AFO|E : http://httpd.apache.org/download.cgi
[root@nextline ~]# wget http://mirror.apache—kr.org/httpd/apache_1.3.37.tar.gz

@ mysal—-4.1.22 tar.gz

CHREZE AFOIE : ftp://mysal.byungsoo.net/pub/mysql/

[root@nextline ~]#

wget ftp://mysal.byungsoo.net/pub/mysgl/Downloads/MySQL—-4.1/mysqgl4.1.22 . tar.gz

® php-5.2.3.tar.gz

C22E AFOIE : http://www.php.net/downloads.php

[root@nextline ~ ]#

wget http://www.php.net/get/php—5.2.3.tar.gz/from/kr2.php.net/mirror

e ~]# wget http:/fwww. php.netfget/php-5.2. 3. tar @

php.net/mirror

@ gd-2.0.35.tar.gz
CIR2 2= ALO|E : hitp://www.libgd.org/releases/

[root@nextline ~ ]# wget http://www.libgd.org/releases/gd—2.0.35.tar.gz

nextline ~]# waet http:/fwww. libad. ora/frel ®

Calr . 9:



mailto:kiss@nextline.net

ZendOptimzer—3.3.0-linux—glibc21-i386.tar.gz
C}2 2= AFO|E : http://www.zend.com/

CIRZ2E 8F2 ZendOptimzerS ftps 0|25t ¥ ZE T Ch.

® apache_1.3.37+ssl_1.57.tar.gz

CI2ZE AFOIE : http://www.apache—ssl.org/

[root@nextline ~]#

wget ftp://ftp.zedz.net/pub/mirrors/ftp.apache—ssl.org/apache_1.3.37+ssl_1.57.tar.gz

tinextline ~ zedz. netfpubfnirrors/ ftp. o

pache-ssl . sl _1.67. tar. gz

@ openssl-0.9.8e.tar.gz
CH2 2= AFO|E : http://www.openssl.org

waet Rt t [a: f www o

Source It =+l

[root@nextline ~]# Is
ZendOptimizer—3.3.0-linux—glibc21-i386.tar.gz
gd—-2.0.35.tar.gz

apache_1.3.37.tar.gz

mysqgl—4.1.22 .tar.gz

php—-5.2.3.tar.gz
apache_1.3.37+ssl_1.57.tar.gz
openssl—0.9.8e.tar.gz

[root@next|ine ~
(2 ) Source T A=l A|

@ apache



[root@nextline ~ ]# tar zxvf apache_1.3.37.tar.gz

@ mysaql

® gd

@ php

® ZendOptimizer
[root@nextline ~ ]# tar zxvf ZendOptimizer—3.3.0-linux—glibc21-i386.tar.gz

® openssl-0.9.8e.tar.gz
[root@nextline ~ ]# tar zxvf openssl—0.9.8e.tar.gz

&=ol M S oA stH ol et Zo| mi7|X|E ~AC|2ER|T} HdE O
ZendOptimizer—3.3.0—-linux—glibc21-i386

mysqgl-4.1.22

gd—-2.0.35

php—-5.2.3

openss|—0.9.8e

apache_1.3.37



apache_1.3.37+ssl_1.57.tar.gz

tline:~

finextline ~]1# |=

finext line ~]&

(3) OpenSSL M x|

O Ao stAdMH
[root@nextline ~]# cd openssl—0.9.8e

[root@nextline openssl—-0.9.8¢e]# ./config ——prefix=/usr/local/openss|
[ Ao 4]

——prefix=/usr/local/openssll

opensslo| Mx|E HAEE XY= mMLCh

line ~]#

line open

(@ ZAutd
[root@nextline openssl—0.9.8e]# make

£ root@nextline.~/openssl-0.9,8e

root@next|ine openss|-0,9,

® Mx| HAE
[root@nextline openssl—0.9.8e]# make test

£ root@nextline.~/openssl-0.9,8e

root@next|ine openss|-0,9,

@® MX|
[root@nextline openssl—0.9.8e]# make install

£ root@nextline.~/openssl-0.9,8e




Mx7F 2t2=H Ao Al XM E H20 openssl ClEE2| 7} MM E L CE
[root@nextline openssl—-0.9.8e]# Is /usr/local

openssl

openss| WAl Al mel AA ofmd Ho|X[el ClAl{FEE =elgt .

[root@nextline openssl—0.9.8e]# whereis openssl|

openssl: /usr/local/bin/openss! /usr/local/openssl

(4 ) apachel + apache_1.3.37+ssl_1.57 1= A X|
M apache_1.3.37+ssl_1.57 =35l A|

apache_1.3.37 C|2l £E2|ol| apache_1.3.37+ssl_1.57 &4&& &l &l gt C}.

[root@nextline ~ ]# tar zxvf apache_1.3.37+ssl_1.57.tar.gz —C apache_1.3.37

AT . tar. gz -CEB

@ SSL T x|
[root@nextline ~]# cd apache_1.3.37
[root@nextline apache_1.3.37]# patch —p1 < SSLpatch

[root@nextline apache_1.3.37]# ./configure ——prefix=/usr/local/apache ——
enable-rule=SHARED_CORE ——enable—shared=max ——enable-module=so ——
enable—-module=apache_s4|

(Hutd SH]

otutx| 7t Mx|E€ H=2E XHFHcC}

——prefix=/usr/local/apache



mod_ssl & 2= otulx|o| S2[7|{s ML}
——enable—ssl
DSO HAlo 2 otutx|E ZAut st7|¢st M8t

——enable-rule=SHARED_CORE ——enable—shared=max ——enable—module=so

® dx|

[vi OIC|E] AL
A|__.<?_€4A|: Vi

|—|_'_

% = =]
—?'|3HA‘|E i,a, o, I, A O, RS0l AJAEHLCE F =7| vi HEY| ZE= HWEH 2EZ
S st7|m 2ol 2AE dHsH7| Mol kel thRI|F sHHE WA ol
St ZAE d™€e 5 US4t
HHDPE: HMO|S/EXAAH/EXAHYE)UA /EXEHAM =2 S U= BEZA &
HD oM HEO| 2tE=H Esc?|E =2 WHEZEZR FgstH FHuot
Al EHsE WY E Adsle ZEZM HIHHZENM "(EE)E F2YH



[Mim =0 duiMoz Mol S5 HHO]

q: = ol O|FOIX|X| gk HEfollA vi EET|0IA #hHELEZ Ut

al = Aol o|FoT FES HEAFIX L vi HEYY|E ZHEZE M LS
Ct.

| s LS

=

o

2 4>
0x

rn

12

I
Voo
Ral

0

_ol

kl

<

e

N

N

<

=]
eimenel -> HA > ¥YoRE > AYRE > F2

1# wi Susr/l

ServerName MH
ServerName &0 ofolT] =2 TH S 7| st

ServerName XxxX.XXX.XXX.XXX
£ root@nextling:~apache_1,

nErverkbane

® apache_ssl.so 24H™ 2ol

LoadModule apache_ssl_module libexec/apache_ssl.so




(5)SSL 7| MM

Apache®t Apachetssl 91 HAEE 2[5 @lole] 7| & M e,
™ CSR % privkey.pem 4§

[root@nextline ~]# cd /usr/local/src

[root@nextline src]# openssl req —new > nextline.co.kr.csr

Enter PEM pass phrase: private key &< 1=

Verifying — Enter PEM pass phrase: private key &< A 24

CSR dE¢le 2ES [Enter]2 st Hofzhct

Country Name(2 letter code) [XY]: [ Enter]

State or Province Name(full name)[Snake Desert]: [ Enter]
Locality Name(eg, city)[Snake Town]: [ Enter]

Organization Name(eg, company)[Snake QOil, Ltd]: [ Enter]
Organizational Unit Name (eg, section)[Webserver Team]: [ Enter]
Common Name (eg, FQDN)[www.snakeoil.dom]: [ Enter]

Email Address(eg, name@FQDN) [www@snakeoil.dom]: [ Enter]
A challenge password [] : [Enter]

© O N OO o b~ W0N =

An optional company name [] : [Enter]

THd —HHW = nextline, csr

Enter F'EH

;I
Verifying - Enter

about to be asked to enter information that will he
ted

certi TIIiTH erU"T.
iz what iz called a Di=stinguishe
fields but vou can leave some blank
. there will be a default value,
", the field will be left blank.

etter code) [GE]:
. Ham f?ll na .] [Berkshire]:

fLtd]

. ovallr name o - server's hostnane) []:

Enal | hddr

a2’ attributes
B request




@ 7H2l7] MM

CSR MAMA|l &det privkey.pem 7|2 A ZO[ AXE JHQI7|E AT}
[root@nextline src]# openssl rsa —in privkey.pem —out nextline.key

Enter pass phrase for privkey.pem: [CSR MAMA| 245t ¢As5 £ 7| st} ]

® CERT 44

HAES ISME MAMEHCH
[root@nextline src]# openssll x509 —in nextline.csr —out nextline.cert —req —signkey
nextline.key —day 365

root@nextline: fusrdlocalsrc

[root@next|ine srcld openssl x609 —in next | ine, csr —out next k=
line.cert -req -signkey nextline.key -davs 36!

oot lnext line sreld |s
: _I[ne.cert nextline.csr nextline. key privikey.
aoot@nextline src]#

® SSL Heol7|E Mztet Cla & MMt
[root@nextline src]# mkdir /usr/local/apache/cert/
£ root@nextline:/ustlocal /s

sot@next line srold nkdir fusr/local fapache/cert
rootl@nextline srcl#

® &M HEZ 250 o=
[root@nextline src]# mv nextline.key /usr/local/apache/cert/

£ root@nextline: /ust/local/src




@ VirtualHost A&

http, https ZTE MH
Listen 80
Listen 443

Nn

' I
=ten 443

Apache-ssl2 7|27&0| SSLEEZ FEHEZ U hitp 80 ZE AIESS <5l
'Main' server configuration MM N F&0f| SSLDisableg AX &
MHEEON UAS]

SSLDisable

Il
N
r

B
0
U

VirtualHost AX

http(B0EE) HES 2I8H L8 2l VirtualHost A& iUt
NameVirtualHost 61.100.191.46:80

<VirtualHost 61.100.191.46:80>

DocumentRoot /home/nextline/public_htm]

ServerName nextline.co.kr

SSLDisable [SSL &S ALSsSHX| Y= HdE gt ]

</VirtualHost>

NameVirtualHost 61.100.191.46:443
<VirtualHost 61.100.191.46:443>
DocumentRoot /home/nextline/public_htm]
ServerName nextline.co.kr

SSLEnable [SSL MAEE XM Z 3t ]
[SSLCacheServerPath Z2& A& g Cl.]

SSLCacheServerPath /usr/local/apache/bin/gcache



(80,4432 M 2|st Ct2 20| AFBSIHX| 22 SSLCacheServerPort A& gt ]
SSLCacheServerPort 1234

[SSLSessionCacheTimeout AH ]

SSLSessionCacheTimeout 3600

[SSLCertificateFile 21EM ZA2MY]

SSLCertificateFile /usr/local/apache/cert/nextline.cert

[SSLCertificateKeyFile 7H2l7| Z2MH]

SSLCertificateKeyFile /usr/local/apache/cert/nextline.key

</VirtualHost>

[root@nextline src]# netstat —anp | grep http
tcp O 0 0.0.0.0:80 0.0.0.0:=% LISTEN 32533/httpsd
tcp O 00.0.0.0:443 0.0.0.0:= LISTEN 32533/httpsd

[root@next|line srcl#




[root@nextline src]# netstat —anp|grep gcache

tco 0 00.0.0.0:1234 0.0.0.0:x LISTEN 32534/gcache

a|arep goache

facache

@ https E&HAE
https://nextline.co.kr &2 SHA|H ofeftgo| EotAd
[0fl] — [Enter]

g, O ADIEZE ket @ 2= CRE AN EALEEZS +~ SlSLITH
iy 2L AHOIE 22F IS MH SH 2 2IELICH

My ME HEES ZEEE0| = SAMHAM SEE OIS N
Hi%f 2 JEE Hel HEE 2ol 2EME Z25HY

@ ooz umo 2EEUCL

SSL 2ot E =M

Apache+SSL M & stH Lt

<3 nextline, co kr - Microsoft Internet Explarer

0zt
o
HL
2
iga}
I
1

| mDE mBEE =W EARAG XD E8TH 0 | O |
Q52 - Q- x] 2] | D e @ (2 7
| 200 https://nextine, co,ky/ S Bos ||az >

4 EENEEENEEIEN

el es IRNEECE

(4) Mysqgl Ax|




O Hutd =H4H

[root@nextline ~]# cd mysql-4.1.22

0z

[root@nextline mysql—4.1.22]# ./configure
——prefix=/usr/local/mysql
——with—charset=euckr

@

[root@nextline mysagl—4.1.22]1# make

® dx|

® mysql HlOlEf Cll Eg|4HM

[root@nextline mysql—4.1.22]# /usr/local/mysal/bin/mysal_install_db

® dlole C|3Ee|=tel
[root@nextline mysaql—4.1.221# Is /usr/local/mysal/
var [DB H|O|E C|& E2|]




@ mysql C|HERZ| AFHHA

T@nqﬁtline mysgl-4.1. 2214 chown -B nvsal oonvsal Susrd oo B

Smwsal f

mysql 27
[root@nextline mysal—4.1.22]1# /usr/local/mysal/bin/mysqld_safe &

©® mysqgl & F+s=el
tco 0 00.0.0.0:3306 0.0.0.0:* LISTEN 32681/mysqgld

# root@nextline:~/mysgl-4, 1,22

o n
dline nysgl-4.1

@ mysql &I
[root@nextline mysal—4.1.22]1# /usr/local/mysgl/bin/mysal —u root —p
Enter password: [TH AR E Q127]

OL monitor,
on id i

Type "help:' or "#h' for help. Type "o’ to clear the buffer

mysgl=

(5)GD MA|



O Zu AL

o =2 o

[root@nextline ~]# cd gd—-2.0.35
[root@nextline gd—2.0.35]# ./configure ——prefix=/usr/local/gd2

igure --prefix=

@

[root@nextline gd—2.0.35]# make

L3514 make

® dx|

[root@nextline gd—2.0.35]# make install

C3514 make install

J351# 1s fusrflocal/

[root@nextline ~]# cd php—5.2.3
[root@nextline php—5.2.3]# ./configure ——prefix=/usr/local/php W
> ——with—apxs2=/usr/local/apache/bin/apxs W
> ——with—config—file—path=/usr/local/lib W

> —with—mysaqgl=/usr/local/mysql W

> ——with—gd=/usr/local/gd2 W

> ——enable—gd—native—ttf W

> ——with—freetype—dir=/usr W

> ——with—-zlib W

> ——with—iconv W

> ——with—imap W

> ——with—imap—ssl| W



> ——with—kerberos W

> ——enable—-mbstring W
> ——enable—-track—vars W
> ——enable—ftp W

> ——disable—debug

(ot 8M]

——prefix=/usr/local/php

php MdX|ZE2E XMt

——with—apxs=/usr/local/apache/bin/apxs

S7E apache 22 d=s517| ?Ish 8L}

——with—config—file—path=/usr/local/lib

phpA & uted php.iniztdo| EMe fIxE A|E et

——with—-mysaql=/usr/local/mysal

Mysalzt HAS35H7| 2gt S8 A4l

——with—gd=/usr/local/gd?2
phpoll A gd2to|Ee{g| 2t S8 ALEst0] gdE XSt fst s4¢

——enable—gd—native—ttf
GD 2lolE 22|l M FreeTypeE &tot= Mt

—with—freetype—dir=/usr
freetype2E& A& st7| f/st g4t

——with—zlib
HOIEAF 2lo|EZ[ZA] phpollM zlibs X|Hst7| ?st ML}

——with—iconv

olaE HEIZZ QMO R jconvE XS et ML Ct.

——with—imap



pop ot 2 MU =22 ALZE= ME|AZAM imapE AIA|SH| fg S84
L C}.

——with—kerberos

SHE 0[&5ts HERZ & Z2EZZAM kerberosE A3 ¢t SHE

Ct.

——enable—mbstring
multi-byte2AHE X st7| gt g2 2 AN E ZES st

phpoll M mbstringE X|&st7| I8t 4L Cl.

|5to1 ol Z&[0d,

4o

——enable—track-vars

HTTP_GET_VARS, HTTP_POST_VARS, HTTP_COOKIE_VARS Hi&od| S0{A= GET

/

POST / cookie B

Default 2t & st
ES

Enable/Disable &t

=0| b Z2FH A=Al 7|5t ghsdCl of 82 X

Zeolo, ol configuration file2l track_vars X|A|Xfol| 2|5

——enable—ftp

phpoll A ftp2ted st+E XS] 2flet s8dH

——enable—debug
Zend Optimizerg AF235H7| fIsHM= debuggingS AFESHA &4 Ch.

[Z22] 4]

——enable—sockets

27l (socket) TS ALESHZ| fleh FME LT

——with—language—korean

IR0l E ALBSLY| 9I3 SMeLIct

——enable—dba=shared

DBAE SXH2o=2 Mg =+

rir

——enable—gdbm [=DIR]



GDBM X[ & =gtste ML

——enable—-memory—-limit
phpoll M M 22| HMet 7|58 X5t 58t

figure —-prefix=Susr/localfp

‘hin/ap

@ Hute

[root@nextline php—5.2.3]#make

® MX|
[root@nextline php—5.2.3]#make install

#* root@nextline:~/php-5,2,3

[root@next|ine php-5.2. 314 nake install

® php AX™ula A}

[root@nextline php—5.2.3]#cp php.ini—dist /usr/local/lib/php.ini

@ ofupx| Mdymd HE|

[root@nextline php—5.2.3]#vi /usr/local/apache/conf/httpd.conf




PHP ¢olEl ATl MY
<IfModule mod_dir.c>

Directorylndex index.htm! index.htm index.php index.jsp
</lfModule>

o root@nextling:~/php-5,2.3

< fHadule mod dir, o=
Oirec dex index. html index. php index. jsp
</ | fModul e=

©® AddType AH
AddType application/x—httpd—php .php .php4 .php3

£ root@nextline:~/php-5.2.3

> application/x hp . php . phpd | phpd

MyOY Mg

[root@nextline php—5.2.31#/usr/local/apache/bin/httpsdctl restart

stline:~/php-5.2,3

(8 ) ZendOptimizer A x|

@ install.sh !4
[root@nextline ~ ]# cd ZendOptimizer—3.3.0-linux—glibc21-i386
[root@nextline ZendOptimizer—3.3.0-linux—glibc21-i386]# ./install.sh




#root@nextline:~/ZendOptimizer-3, 3, 0a-linux-glibc 2

Zend Optinizer 3.3.0a
Welcone to the fend Optimizer 3.3.0a |Installation!

For more information regarding this procedure, please se
e Zend Dptinizer Installation Guide.

® Zend Optimizer 2lo|MlA stH QL Ch [EXIT]
# root@nextling: ~/ZendCptimizer-3. 3, 0a-linux-glibc21-i386
Zend Optimizer 3.3 .0a

FEND LICENSE AGREEMEMNT
Zend Optinizer

FEND TECHMOLOGIES LTD. ("ZEMD") SOFTWARE LICENSE AGHEE

IMPORTANT: READ THESE TERMS CAREFULLY BEFORE [HSTALLIW
a5 THE "ZEMD OPTIMIZER, " A5 INSTALLED BY THIS INSTALLA
M&CHINE-EXECUTABLE FORM ONLY, AND ANY RELATED DOCLMENT
THE "SOFTWARE") BY INSTALLING, OR OTHERWISE USING THIS
"LICENSEE") ACKNOWLEDGE THAT ¥OU HAYE READ THIS AGREEM

[ 4%) 1|

Zend Optimizer 3.3.0a

IMPORTAMNT :

BY SELECTING THE "YE5' OPTION BELOW, DOWNLOADING, [HSTAL
LIOTHERW I E USIWNG THI'S SOFTWARE, ¥0U ACKMOWLEDGE THAT YOU
H4L | CENSE AGREEMENT, AND THAT YOU AGREE T0O BE BOUNWD BY |T5
TCOMDIT I ONS,

[F YOU DO NOT AGREE TO ALL OF THE TERMS AND CONDITIONS O
F YOU ARE WOT AN AUTHORIZED UsER OF THE SOFTWARE AWD 1T |5
YRESPOMSIBILITY TO EXIT THIS DOWNLOADING/ INSTALLATION PRO
CEDOWWLOADING OR INSTALLING THE SOFTWARE BY SELECTING THE
"MAMD TO DELETE THE SOFTWARE FROM YOUR COMPUTER.

Do vou accept the terms of this |icense?




/usr/local/Zend(BiA =) &l & & MEISHCl Zend Optimizer AX| AZ7} X}

= XH™HEX] 22 Al ==S22Z Jusr/local/Zend B2E X™HE FAIH =ucl
(=]
—

(Linux OSe| 2gzza#e 7|2 /usr/localo AMx|=7| w20l /usr/local/ZendZ
x| &gt ct)
[OK]

Zend Optimizer 3.3.0a

Flease specify the location for installing Zend Optinize
I

[

|/usr/1ocal / Zend

|
]

< 0K - <Cance! - |

® php.iniel Z2& X|Hst= stHEH L},

phpM x| Al php.ini T+ 0| /usr/local/liboll MA=Z7| w20l /usr/local/lib(AEchZ
2) X ™ gt

[OK]

ndOptimize a-linux-glibe:
Zend Optimizer 3.3.0a

Confirm the location of wour php.ini file

iqusrflocalfl | b

BTEE  <Concels

[Yes]

Zend Optimizer 3.3.0a

fre vou using dpache Yeb server?




apaachectle] d2E& X|Hst= 3tH L}
[OK]

Zend Optimizer 3.3.0a

Specify the full path to the Apache control utility (apa
chect | )

. {
Iqusrf local fapache/bin/apachect | NG _||

® php.ini ZFL 2| php.ini-zend_optimizer.bak P ol s MMS= SHH

MR X|= php.ini Tt o| =X45t= /usr/local/lib B 20| MAME=L|CI,
[OK]

Zend Dptinizer 3.3, 0a

The following configuration changes have been nade:

- The php.ini file has been relocated from fusrflocal /i
b to fusr/local/Zendfetc

- & symbolic link for the php.ini file has been created
in fusrflocalf{lib.

= The original php.ini was backed up to

fusrilocal flib/php. ini-zend_optinizer.bak

[OK]

Zend Optimizer 3.3.0a

The installation has completed successful |y,
Zend Optimizer is now ready for use.
You must restart wour Web server for the nodifications t

o take effect.




ndOptirmize a-linux-glibc?

Zend Optimizer 3.3.0a

Hestart the Veb server now?

@ Apache M A|ZF Mz
[OK]
#* root@nextline -~ /ZendOptimizer-3, 3, 0a-linux-glibc 21-1386
Zend Optimizer 4.4 .0a
_

fdpache has restarted successful ly,

@ phpinfo ThAA
[root@nextline ~]#vi /usr/local/apache/htdocs/php_test.php

che/htdocs/php_test . p

<?

phpinfo();
77>

pei

® APM ==l
http://xxX. Xxx.xxx.xxx/php_test.php
Apache+Php+Mysqgl 4=} apache_ssl Z&0| MAZ2Y & ML C}



3 phpinfo() - Microsoft Internet Ex=plarer

| IYE BIE 2

SHAFENA ELAID EsEH)

Q%20 1

N

:
SeEAE 2

[

| Z (D) http://nextline, co, kr/php_test, php

FlEJ s

apache

=1

APACHE_INCLUDE |50 valbis

APACHE_TARGET |0 vale

Apache Yersion Apachef1.3.37 Ben-55Lf1.57 (Unix) PHP4,3.11

Apache Release 10337100

Apache API 19990320
Yersion

|Hustname:Purt systern.or. k80

|User,f Group niobody (99195

Max Requests Per Child: O - Keep Alive: on - Max Per Connection: 100

Timeouts Connection: 300 - Keep-Alive: 15

Server Root fustflocalfapacthe

http_core

K1 [—

[Loaded Modules  |mod_phpd, apache_ssl, mod_setenyif, mod_so, mod_auth, moc
riod_userdir, mod_actions, rmod_imap, mod_asis, mod_cgi, rmod
rmiod_include, rmod_status, mod_negotiation, mod_mimne, mod_h

it

HER [ T T [ [ [@eE= 7
(9)CSR MM

CSR ( Certificate Signing Request ) O|2t?

SSL MHE 2Ystes slAte] MEE 2453610 7|2z EuUf CISAE &g

® =9l =3
CSR MEela 2 elZME
sHelE z3siol za

http://whois.nic.or.kr

g2 st Y& AEAMo|o CSR2 ASCI HIAE stz A Euct

I-I'I

]IOI'

|°._ Z 3| ALO| Eof| A

E



’ Mhois Search -MNID&- Microsoft Internet Explorer
JHF%EE) WEGEYy 220 SHEINA I T=EHH) | f,"

o A = _lnL = = »

| Q@52 - © - [x] 2] | f2a g cenma &) 2
| Z2AD) [ &] http:/ Awhois. nic, or ke/ = o ||o=2 >
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[CSR &= QU A| Fo ALSH]
Common Name o= QSAME MR AOIES EMele Ol HetstAl ¢l2dst

= =]
Mot 5tod IP &, XEWMS, A=Y, http:// Lt httpst// 2 Zz&e 5 fisHCh
# N

CSR &=ol= <>~ 1 @ /W ()? 82 55 68 2AE Y2 F ‘s

=

CSR MM= Mol 7HlZ| (Private Key) 7t MMELCH ZHQIZ7|E AMSEALE &

Agt 22 UABME Yoot MXJF STttt mEtM & JHel7|E i 2ot
St

challenge password 2} An optional company

A

FAlZL Enter Bt =210 HHoj7top gt &= HEJ} &
AL
T

@ CSR(QIEREAM) 4

[root@nextline src]# openssl req —new > nextline.co.kr.csr
Enter PEM pass phrase: [private key 2t& 12 ]

Verifying — Enter PEM pass phrase: [private key &t A 2]

Enter FPEM

[
Yerifving - Enter FPEM ©

[CSR ¥Eely =]

Country Name (2 letter code) [AU]:KR

State or Province Name (full name) [Some-State]:Seongnam Gyeonggi—do
Locality Name (eg, city) []:Yatap—dong Bundang—gu

Organization Name (eg, company) [Internet Widgits Pty Ltd]:nextline
Organizational Unit Name (eg, section) []:Technological Support Department
Common Name (eg, YOUR name) [ ]:nextline.co.kr

Email Address [ ]:nextline@nextline.co.kr

T

A challenge password/An optional company name =2 25X &1 Entertt
+21 gojgyct

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:



An optional company name []:

'?Inu_ Mam e LTuII name)

HnIT Hde leq,

youUr name or your server's hostnane) []inex
skinext line, co, kr

HHTHT the f ¥tra' attributes
with © Ccert  reduest

® CSR =l
[root@nextline src]# openssl req —noout —text —in nextline.co.kr.csr

Tl:chibd 47 e 1 fraf: 42
@ Hel7| YA
CSR MMA| &5t privkey.pem 7|2 T{iAZ0| AXE 727 E A gt
[root@nextline src]# openssl rsa —in privkey.pem —out nextline.key
Enter pass phrase for privkey.pem: [CSR MMA| Ql2dst 255 7| s}, ]

Fsa —in privikey,pen —out next!|i &

priviey, pem:
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1 ofell 2 &2 baseb4

[m}
—

!

Z ————BEGIN

————END

=
=

e ojx|g}

=]
e

A

Mo

2

YEot

JE

Ol:l
— T

-

0

L

(AR AL

i

S At

r
ujo

(ZH 1)/ AF A AE

i

Klo
M-



nzETMEEGA 1 UEB MK

TAnBahVBAST | FRIY2hub?

JADEwSUZE ARG uZ55] byEr o] ERMBEC

HnEaUUGHr G¥W i UaBeFR ] 4xGQ1 haf!

vauhh

vdr=sanhdmclbt 2¥ v fudi 1 5+ 0t BPe

THSWTwn fh3udHi elny+4R2t j 92/ vwvY sTHy

Ctwy iG] Cu

tdo=

StAl ok

Moz /él)-l/gglo-lq.nq |:|:||:|.

: °._|%A‘| JLPOE'% LUHAl 7| F8H Emall

OFT=LIE 2ol

Mz we oIFA mUel UHES SN SHAIH

sta 4 g

« WEE AZMo| mUWe 9ABM ojct Mz
=4

| By EHI(E) HIANW SHEINA D ZSEH | "
[QFE - ¥ Ozu | s |E-

| 200 CwDocuments and Settings = EJos
OE - | 37 | =E5H T
14393142 KB EHIDIEM 2007-05-06 7

=) 4393142, ca-bundle

1

KB CA-BUNDLE MM

2006-09-18 =

| i

@ ftp AEMAM

2 2H0l ASME W we

28 S6 ABME HEEY
°9I5M 3! CA F74el melo] el
solst s Tyl W MY



ME MHEZE HZ2=5H7| 9o FTP AEE et 7|& FTP AE 2 0| &5t

[root@nextline ~]# useradd nextline

AY HA=ELH

[root@nextline ~]# passwd nextline

Changing password for user nextline.

WA= Qe

New UNIX password:

HAagl= Xl

Retype new UNIX password:

passwd: all authentication tokens updated successfully.

updated succ

Cion tokens

FTP 0| &35t04 4393142.crt, 4393142.ca-bundle utdS HE= TCh
mE HEE #&0 JISE S50 Zs2H
: R Q‘ @ | ) g
MOIEE H=5H BS EX H®EE [IEEE IHEF" R
i fpuhln::_html
-0 lpublic=niml| g/ G I | &R
..
E14393142.crt KB HOF2IZ
= 4393142, ca-bundle dkB  CA-BUDN,
(€] [ ] = I |
G HE s [al]g 4393142
Hd =AM = = 3 z
59 L BEE 0IE ; 37| 2
HE H
4B C
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® 2ASM 422 231 o=

2 mel & 4393142.crt T2 SSLCertificateFile 22 0| S&HC}.
SSLCACertificateFile /usr/local/apache/cert/4393142.crt
4393142.ca-bundle I}S SSLCACertificateFile ZZZ 0| =g Ct.
SSLCACertificateFile /usr/local/apache/cert/4393142.ca—bundle

fhome/n

InH]# my 4393142, ort Susrflocal fapache/c

> next line]ld ny 4393142, ca-bundle JSusr/local fap

[root@next|ine next!line]#

=

SSLCertificateKeyFile /usr/local/apache/conf/cert/nextline.co.kr.key

2ol MMsE JielF|(nextline.co.kr.key)E SSLCertificateKeyFile 22 0|

® M HEMH

[root@nextline src]# vi /usr/local/apache/conf/httpsd.conf

http, https ZTE MH
Listen 80
Listen 443

Apache-ssl2 7|27&0| SSLEEZ FSEHEZ U hitp 80 ZE AISES 2

'Main' server configuration MMM F£0f| SSLDisableg AXM L Ct[7]
MYEN AUAS]

SSLDisable

B



VirtualHost AX

http(80ZE) LUty % MH

NameVirtualHost 61.100.191.46:80

<VirtualHost 61.100.191.46:80>

DocumentRoot /home/nextline/public_htm]
ServerName nextline.co.kr

SSLDisable [SSL H& & ALt Y= HEgtct.]

</VirtualHost>

SSL EotMu MY

NameVirtualHost 61.100.191.46:443

<VirtualHost 61.100.191.46:443>

DocumentRoot /home/nextline/public_htm]

ServerName nextline.co.kr

SSLEnable [SSL d& 2 XM Egt{ct.]

[SSLCacheServerPath 225 A& C}. ]
SSLCacheServerPath /usr/local/apache/bin/gcache
[SSLCacheServerPort A& gt ct. ]

SSLCacheServerPort 12345

[SSLSessionCacheTimeout A A ]

SSLSessionCacheTimeout 3600

[SSLCertificateFile 213AM ZHE2MH ]

SSLCertificateFile /usr/local/apache/cert/4393142.crt
[SSLCertificateKeyFile 7H2l7| Z2MH]

SSLCertificateKeyFile /usr/local/apache/cert/nextline.co.kr.key
[CA rootQlEM HZet udds WA ]
SSLCACertificateFile /usr/local/apache/certs/4393142.ca—bundle
</VirtualHost>



cooL ke

sin/httpsdet | start:

[root@nextline src]# netstat —anp | grep http
tcp O 00.0.0.0:80 0.0.0.0:= LISTEN 32533/httpsd
tcp O 00.0.0.0:443 0.0.0.0:= LISTEN 32533/httpsd

LISTEN
[rootinext|ine srcld

[root@nextline src]# netstat —anp|grep gcache
tcp O 0 0.0.0.0:1234 0.0.0.0:+= LISTEN 32534/gcache

grep gcache

facache

[root@next|ine srcl#
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